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1 Introduction
1.1.1 Information, whether in paper or digital form, is the lifeblood of the Frimley Park Hospital NHS Foundation Trust because of its critical importance to NHS patient care and other related business processes. 
1.1.2 High quality information underpins the delivery of high quality evidence-based healthcare and many other key service deliverables.  Information has the greatest value when it is accurate, up to date and is accessible where and when it is needed.  

1.1.3 An effective information security management regime ensures information is properly protected and is reliably available.  Without effective security, the Trust’s information assets may become unreliable and untrustworthy, may not be accessible where or when needed, or may be compromised by unauthorised parties.  
1.1.4 Effective information security management is underpinned by robust information risk management processes.  These processes requires the Trust to have a robust information risk management structure in place that reduces risks and threats to information whilst retaining its security, availability and accessibility.  
2 Purpose

2.1.1 The purpose of this Information Security Policy is to protect, to a consistently high standard, all information assets, including manual and electronic records, both patient and other Trust corporate information, from all potentially damaging threats, whether internal or external, deliberate or accidental.  
2.1.2 Adherence of this policy will prevent the unauthorised disclosure, modification, removal or destruction of NHS information assets, and disruption to NHS business activities.
2.1.3 The Trust Informatics and Communications systems are for business purposes and the use of these systems are at all times subject to this policy and other named Trust policies/procedures.

2.1.4 Key issues addressed in this Information Security Policy are:

· Confidentiality – data access is confined to those with specified authority to view the data on a need to know basis
· Integrity – all system assets are processed correctly according to specification and in the way the current user believes them to be operating

· Availability – information is delivered to the right person when it is needed

2.1.5 Frimley Park Hospital NHS Foundation Trust has legal obligations to maintain security and confidentiality under the Data Protection Act (1998), Human Rights Act (1998), Copyright, Designs and Patents Act (1988), Computer Misuse Act (1990) and the Freedom of Information Act (2000).

2.1.6 The Common Law duty of Confidentiality prohibits use or disclosure of personal information which has been given in confidence.  All staff must adhere to the six Caldicott principles (Caldicott Report 1997). 
2.1.7 All staff must also abide by the Department of Health Information Security Management NHS Code of Practice (April 2007), Confidentiality NHS Code of Practice (November 2003), Records Management NHS Code of Practice (2006) and NHS Information Risk Management guidance (January 2009) and other relevant guidance that may be issued from time to time by the Department of Health.

2.1.8 The development, adoption of the Trust’s Information Security policy, and Information Security Management System and the scoring of the Information Security requirements within the Information Governance toolkit will also demonstrate compliance against the legislation detailed above and ISO 27001 security standards.
2.1.9 This policy will be reviewed every 3 years or sooner where applicable and in response to any changes to the Trust’s Risk Assessment of its information assets or reported information security breaches.

2.1.10 Frimley Park Hospital NHS Foundation Information Security policy aims to:

· Through its implementation, ensure staff are aware of their responsibilities, roles and accountability when using the Trust Informatics Systems

· Establish responsibility and accountability for Information Security in the Trust

· Maintain the confidentiality, integrity and availability of all Trust information

· Ensure all Trust information assets are properly risk assessed and an effective security management regime is implemented to protect these assets 
· Demonstrate compliance with U.K. and EU legislation.
3 Scope 

3.1.1 This policy applies to all information, information/communications systems, networks, applications, locations and users, including information held on all types of removal media owned by the Trust.

3.1.2 This policy also applies to:

· All Trust staff engaged in work for the Trust at any location, on any computer or internet connection

· Any other use by Trust staff which identifies the person as a Trust member of staff or which could bring the Trust into disrepute on any computer of internet connection

· Any other person working for the Trust, persons engaged on Trust business or persons using Trust equipment and networks.

· All usage by any person granted access to the Trust network

3.1.3 Everyone to whom this policy applies is required to fully comply with this policy.   
4 Responsibilities
4.1.1 Responsibility for information security resides, ultimately, with the Trust’s Chief Executive, senior Directors or equivalent responsible officers. 
4.1.2 This responsibility has been delegated to the Trust’s Senior Information Risk Owner (SIRO).  
4.1.3 The Trust’s Information Governance Manager is responsible for managing and implementing this policy and related procedures to maintain the security of all information held by the Trust.  This will be achieved in conjunction with the Trust’s Information Asset Owners and Administrators and Trust security manager.
4.1.4 The Head of Informatics is responsible for managing and implementing this policy in relation to information held within the Trust’s electronic systems under his/her management.
4.1.5 Whilst the Trust Board has overall responsibility for all matters relating to information security.  All operational matters relating to information security will be referred to the Information Governance Committee or the Trust SIRO in the first instance.
4.1.6 Information Security is everybody’s business and therefore everybody to whom this policy applies is responsible for ensuring information is confidential, timely, accurate, up to date and available to all authorised users.  

4.1.7 The Trust must adopt a structured risk management approach to all of its Information assets and provide regular assurance to the Trust SIRO that the Trust information assets are managed in a structured and consistent manner.

4.1.8 This structured approach relies upon the identification of information assets and assigning ‘ownership’ of assets to senior accountable staff - Information Asset Owners (IAOs).

4.1.9 Information Asset Owners (IAO’s) will be supported by Information Asset Administrators (IAAs), who are operational staff with day to day responsibility for managing the information asset e.g. Trust IT Clinical Systems, paper records. 
4.1.10 The IAOs are responsible for ensuring that their information assets are managed appropriately and provide assurances to the Trust’s Senior Information Risk Owner (SIRO). The SIRO in turn will provide assurances to the Trust’s Chief Executive.

4.1.11 The management of the Trust’s Information Assets is not the sole responsibility of Informatics or Information Governance staff and needs to be undertaken within the department/area in which the information asset is located, building upon the existing governance frameworks.  

4.2 Senior Information Risk Owner (SIRO)
4.2.1 The SIRO is the Trust’s Director of Finance, who takes ownership of the Trust’s information risk policy, who will act as advocate for information risk on the Trust Board and provides assurances to the Trust’s Chief Executive.  The key responsibilities of the Trust SIRO are:
· Provide a focal point for managing information risks and incidents

· Take ownership of the assessment processes for information risk

· Review of the Trust’s annual information risk assessment to support and inform the Statement of Internal Control
· Keep the Trust Board and Chief Executive up to date and briefed on all information risk issues affecting the organisation and its business partners
· Review and agree actions in respect of identified information risks
· Ensure that the Trust’s approach to information risk is effective in terms of resource, commitment and execution, and being appropriately communicated to all staff
· Provide a focal point for the escalation, resolution and/or discussion of information risk issues
· Provide leadership for Information Asset Owners (IAOs) through effective networking structures, regular scheduled meetings, sharing of relevant experience, provision of training and creation of information risk reporting structures
· Advise the Board on the level of Information Risk Management performance within the Trust, including potential cost reductions/associated risks and process improvements/benefits arising etc.
4.3 Information Assets Owners (IAO)

4.3.1 Information Asset Owners are senior individuals involved in the running of the Trust who understand and will address risks to the information assets they ‘own’ and to provide assurance to the SIRO on the security and use of those assets.  The key responsibilities of the Trust’s IAO’s are:
· Responsible for understanding the overall business goals of the Trust and how the information assets they own contribute to and affect these goals
· Identify and document the scope and importance of all Information Assets they own
· Take ownership of their local asset control, risk assessment and management processes for the information assets they own. This includes the identification, review and prioritisation of perceived risks and oversight of actions agreed to mitigate those risks
· Provide support to the Trust’s SIRO and Risk Management Committee to maintain their awareness of the risks to all Information Assets that are owned by the organisation

· Ensure staff are aware of and comply with expected IG working practices for the effective use of owned Information Assets
· Provide a focal point for the resolution and/or discussion of risk issues affecting their Information Assets
· Working closely with all other IAOs to ensure there is comprehensive asset ownership and clear understanding of responsibilities and accountabilities.
· Provide regular updates to the SIRO on the management of their Information Assets.

4.4 Information Asset Administrators (IAA)
· Information Asset Administrators ensure that policies and procedures are followed as directed by the IAO’s
· Recognise actual or potential security incidents, and consult their IAO on incident management
· Ensure that information asset registers are accurate and up to date.

4.5 Information Governance Manager

4.5.1 The Trust Information Governance Manager has the responsibility and role of an Information Security Manager.  The key responsibilities are to:

· Report to the SIRO on the implementation, monitoring, documenting and communicating of information security across the Trust, to ensure compliance with UK legislation and national policy and guidance

· Liaise with relevant senior/line managers on information security

· Liaise with IAO & IAA to ensure all information assets are registered, and risk assessed with appropriate safeguards in place
· Liaise with Risk Management to ensure procedures are in place for the reporting of information governance incidents, as well as monitoring actual or potential information security breaches and ensure all identified risks and breaches are logged and handled appropriately
· Liaise with the Trust’s Registration Manager where changes to national/local security policy affects registration activities
· Ensure the Trust’s Information Security Policy is fully implemented across the Trust, so staff are aware of their responsibilities and have been trained appropriately
· Develop policies and procedures that ensure the Trust has relevant and appropriate documentation in place to maintain security of all its information and information assets.
4.6 Senior/Line Management Responsibilities

· Ensure all permanent and temporary staff and contractors are aware of  this Information Security Policy and their security responsibilities

· Ensure all staff using computer system have been trained appropriately
· Ensure no unauthorised staff are allowed to access any of the Trust’s computer systems or paper records
· Ensure staff are given access to Trust computer systems based on their job role
· Ensure all staff have fully completed the Trust employment checks

· Ensure all staff leaving the Trust complete the staff leaver’s procedures and return all Trust equipment
· Support any information security breach investigation 
· All external suppliers who are contracted to supply services to the Trust must have signed a Trust Confidentiality agreement, which details their legal responsibility to maintain the confidentiality of information they may come into contact with whilst working at the Trust. 
4.7 Staff Responsibilities
· Each employed, contracted and voluntary staff member is personally responsible for ensuring that no breaches of information security result from their actions
· Attend relevant information security/governance training to ensure that are fully aware of their personal responsibilities in respect of information security, and that they are competent to carry out their designated duties
· Fully comply with the Trust’s Information Security policy and all relevant security policies and procedures
· Understand that beaches of this policy will be investigated by formal disciplinary procedure which may lead to dismissal and/or legal action
· Understand they are personally responsible for the accuracy of information/data recorded
· Ensure they are familiar with the Trust safe haven procedures for secure transportation of information
· As part of their contract of employment sign a formal undertaking concerning the need to protect the confidentiality of information / observe intellectual property rights of work undertaken during the terms of employment / contract, both during and after contractual relations with the Trust.

4.8 Training/Awareness

4.8.1 All staff are mandated to attend the Trust’s Information Governance training and where appropriate in depth information security training to ensure that they full understand and are aware of this policy, it’s requirements and the obligations it places on them as a member of Trust staff.

4.8.2 Training for staff will include the use and protection of both paper and electronic records systems. 

4.8.3 Training requirements will be regularly assessed and refreshed in order that staff may remain appropriately skilled/ knowledgeable over time. 
4.8.4 Additional Information Security procedures and guidance documents will be made available to staff to support them in complying with this Policy.
5 Information Risk Management

5.1.1 Information risk is inherent in all administrative and business activities and will be managed in a structured way through the Trust’s current risk management framework.  
5.1.2 Effective information security management is based upon the core principle of risk assessment and management. This requires the identification and quantification of information security risks in terms of their perceived severity of impact and the likelihood of occurrence. 
5.1.3 The risk assessment management structure and processes identify how information-related risks are controlled. Reviews of implemented information security arrangements are an essential feature of an organisation’s risk management programme.
5.1.4 Once identified, information security risks will be managed on a formal basis through the Information Governance Risk register and monitored by the Information Governance Committee. Risks will be recorded within a Trust risk register and action plans will be developed to demonstrate the Trust’s effective management of its information assets risks. 
5.1.5 Where significant risks are identified e.g. high or extremely high, these will be considered at Corporate Governance group for inclusion in the Corporate Risk Register. 

5.1.6 The Trust’s Risk register and all associated actions will be reviewed at regular intervals.

5.1.7 The Trust’s SIRO, IAO’s and IAA’s will work in conjunction with the Risk Management Team to manage the Trust information security risks within the Trust’s current risk management structure and arrangements. 

5.2 Information Assets 
The Trust’s information assets will come in many different forms.  Below is an example of the Trust’s information:

	Personal Information
	Software

	Patient records – manual/electronic
Staff /Contractors records

Clinical Audit Data

Research Data

Management / Performance Data

Trust Membership records
	Clinical Systems software

Microsoft Office software

Applications software 

System Software

Development and maintenance tools

	System / Process Documentation
	Hardware

	System information / Support documentation
Information databases 

Back-up tapes / information

Data files / Archive data / information

Audit data
	PC’s/Computers

Laptop

IT Servers 
CD’s / DVD’s, USB sticks

Printers, Scanners

	Corporate Information
	Miscellaneous

	Meeting Minutes / Papers

Financial information

Trust Policies / Procedures / Guidance

Presentations

Trust Reports / Returns
Operational Procedures / Manuals

Contracts / Service Level Agreements
	Staff skills / Experience / Knowledge


5.2.1 The Trust Information Asset list will be managed and maintained by the Trust’s Information Governance manager in liaison with the Trust’s IAO’s.

5.2.2 The list will be grouped in a logical order e.g. as per the example table above.
5.2.3 Given the constraints of time and resources, priority will be given to information assets that (a) contain personal information about patients or staff and/or (b) are essential to the support of Trust operations, e.g. financial systems, infrastructure documentation. 

5.2.4 All information received, and recorded by the Trust will have:

· An Owner - i.e. the person that is the business/clinical main user of the information, or the person that acquired the information from a third party

· A Custodian – i.e. the person(s) that processes the information on behalf of the owner according to protocols defined by the owner
· A User – i.e. the person using the information in accordance with legislation and regulation to perform their job functions.
5.2.5 These roles need to be identified when the Information Asset is entered onto the Trust’s Information Asset Register.

5.2.6 Threats to NHS data shall be appropriately identified and based upon robust risk assessment and management arrangements, and shall be managed and regularly reviewed to ensure:

· Protection against unauthorised disclosure

· Integrity and evidential value of information is maintained

· Information is available to authorised personnel as and when it is required.
5.3 Information Security Incident Management

5.3.1 All staff are responsible for ensuring that no actual or potential security breaches occur as a result of their actions.

5.3.2 All Trust incidents must be reported using the Trust incident reporting procedures and managed in line with the Trust’s Incident Reporting Policy.  All incidents must be reported as soon as they are identified.

5.3.3 Where there is an information security breach or event this will be managed by the Trust’s Information Governance Manager and reported to the Trust’s SIRO.

5.3.4 The Information Governance Committee every 6 months will review reported information security incidents and where applicable approve changes to Trust policies and procedures to reduce the risk of the information security incident reoccurring.
5.3.5 Any incident involving the actual or potential loss of personal information that could lead to identity fraud or have other significant impact on individuals should be considered as serious, and could be reported as a Serious Untoward Incident.  This applies irrespective of the media involved and includes both the loss of electronic media and paper records.

5.3.6 Where an information security breach is classified as a Serious Untoward Incident (SUI) this will be reported to the appropriate bodies e.g. Monitor, Information Commissioner, Strategic Health Authority.
5.4 Information Security Management System (ISMS)

5.4.1 The Trust will adopt and keep up to date an Information Security Management System. This document will demonstrate Trust’s compliance against the Information Security requirements within the Connecting for Health Information Governance Toolkit and the ISO 27001 security standards.  
6 Security of Manual/Verbal Information
6.1 Safe Havens
The definition of a safe haven is a secure location where a designated member of staff is responsible for ensuring the secure receipt and delivery of information sent to the Safe Haven.  Across the Trust there are a range of safe havens e.g. fax machine, answer phone, postal area.

6.1.1 The Trust’s Information Governance Manager will maintain a list of safe haven areas. 
6.2 Safe Haven Procedures
6.2.1 The Trust has developed safe haven procedures for all methods of transferring confidential information, which staff must follow:

· Post

· Electronic / Email

· Transporting 
· Faxing
· Bulk Transfer

6.2.2 Where staff need to use an external courier, the Trust approved courier service must be used.
6.2.3 The faxing of confidential / patient information is not a secure method of transferring information.  Before faxing confidential information staff should consider alternative methods for transferring information e.g. email, post, removable media.  
6.2.4 Any fax received in error must be returned to the sender.  Its contents must not be disclosed to other parties without the sender’s permission. 

6.2.5 Unsolicited or unexpected faxes should be treated with care until the sender has been identified. 
6.3 Verbal Information

6.3.1 The Trust has a legal obligation to ensure that all personal data being processed is kept secure (Data Protection Act principle 7). 
6.3.2 The Trust’s Data Protection and Confidentiality Policy states staff must ensure when holding confidential conversations these are not undertaken in a public area, or where a member of staff who does not need to access to the confidential information can overhear the conversation.

6.3.3 Staff should also take extra care on the positioning of answer phones where messages containing confidential information can be left. 
6.3.4 The identity of persons requesting and receiving sensitive or confidential information over the telephone must be verified, and they must be authorised to receive it. 
6.3.5 All parties are to be notified in advance whenever telephone conversations are to be recorded.
6.4 Clear Desk Policy

6.4.1 The Trust must ensure that all confidential information is not left unattended and is removed to a secure location e.g. locked filing cabinets.
6.5 Sharing Confidential Information

6.5.1 Where there is a need for staff to share patient information with another NHS organisation, staff must ensure that the sharing of the information complies with both the Data Protection Act 1998 and the Common Duty of Confidentiality.

6.5.2 Sharing of confidential information must comply with the framework set out in the appropriate Information Sharing Protocols that the Trust has signed up to as well as Trust policies/procedures e.g. information sharing protocols.
7 Security of Electronic Information

7.1 Access Control

7.1.1 The Trust will establish robust access controls to both its network and all IT systems.  Access control will incorporate the need to balance restrictions to prevent unauthorised access against the need to provide unhindered access to meet business needs. Access controls will be issued on a strictly need to know basis and in accordance with legislation and regulation.
7.1.2 Access to the Trust’s Network is documented in the Trust’s Network Access procedure.  Only staff who have successfully completed the Trust’s PC induction will be provided access the Trust’s network.  
7.1.3 Management of user accounts is detailed in the Trust’s Network Access procedure, including the removal of user accounts.

7.1.4 Staff must not attempt to access any part of the Trust Network or any IT system to which they are not permitted access.

7.1.5 Access to a specific information system will be managed by the named System security manager as detailed in the System Security Policy.

7.1.6 The Trust is required to meet the requirements set out in the NHS Care Record Guarantee.  One of these requirements is for an organisation to be able to provide a full audit trial of all member of staff’s access on any clinical IT systems.  A patient has the right to request a copy of an audit trial, to establish who has accessed their clinical health record and the reasons for accessing their record.   
7.1.7 Where staff have a requirement to access the Trust network remotely, this is documented in the Trust’s Remote Access Policy and Procedure.

7.2 Password Management

7.2.1 The Trust will adopt a standard password construction for all its Information Systems and where possible adopt technical measures e.g. single sign-on to reduce the number of individual system passwords. This is set out in the Trust Password Management document.
7.2.2 Staff must not share their passwords with any other member of staff for any reason.  
7.2.3 Staff are responsible for changing their passwords when prompted.
7.3 Clear Screen Policy
7.3.1 The Trust has adopted a clear screen policy, which requires staff to either log off their computer or lock their computer when left unattended for more than 5 minutes.  
7.3.2 Where appropriate, the Trust will implement the automatic locking of Trust computers, after a defined period of inactivity.

7.4 Equipment Siting

7.4.1 Whenever IT equipment/IT cables are placed, consideration will be given to both the security of the IT equipment and information to be accessed on the IT equipment.  In some instances, IT equipment/rooms will not be named as a security measure.

7.4.2 The correct siting of the IT equipment will reduce the risk of theft and accidental breach/disclosure of confidential information.  This could occur through a member of the public being able to view confidential information displayed on the computer screen.
7.5 Procurement of IT Systems

7.5.1 Where there is an identified need for a new electronic IT system within the Trust, this must be purchased in accordance with the Trust’s procurement procedures.

7.5.2 All requests for electronic systems/development must be submitted to the Trust’s Informatics Board.

7.5.3 All new IT Systems must obtain IT and IG approval prior to being purchased to ensure that information security is a fundamental consideration for the IT system design and operation.
7.5.4 A Privacy Impact Assessment must be undertaken against all new systems which will contain personal data.  Guidance on completing these privacy impact assessments can be obtained from the Information Commissioner Website or the Trust’s Information Governance Manager.
7.6 IT System Operations/Administration
7.6.1 Each Trust IT system has a named System Security Manager (Information Asset Administrator) who is responsible for overseeing the day to day security of the systems, which entails:

· Ensuring that system documentation is available and kept up-to-date

· Error/ system logs are reviewed and managed 
· Changes to systems operations are fully tested and approved before being implemented, 
· Systems scheduling is planned, authorised and documented in liaison with the IT Department
· Audit logs are reviewed regularly with discrepancies investigated
· Ensuring only authorised staff or approved third parties may diagnose and correct information system hardware faults. 

7.6.2 Where IT equipment or the supplier is based outside of England, the Trust will ensure Connecting for Health Off-Shore Policy is applied.

7.7 Electronic Information Management

7.7.1 The day-to-day storage of the Trust information will ensure data is readily available to authorised users.

7.7.2 Where data does not need to be readily available, the Trust will create data archives.  Where information is being archived legal, regulatory and business needs must be considered.  
7.7.3 The information created and stored by the Trust’s information systems will be retained for a minimum period that meets both legal and business requirements in accordance with the Trust’s Non-Clinical Records Management Policy.
7.8 Anti Virus/Spyware/Malicious Code/Mobile Code
7.8.1 The Trust will purchase and run regularly updated Anti Virus software that will be applied to all Trust IT equipment, where applicable.
7.8.2 The Trust will maintain an N3 compliant firewall which will be managed in line with this policy.  Modifications made to the firewall rules will be recorded and approved.  
7.8.3 External organisations requiring access to Trust systems must be have a Information Governance Statement of Compliance (SOC) and satisfactory Information Governance Toolkit scores, which will be checked by the Trust Information Governance Manager.  
7.9 Back-up, Recovery and Archiving.
7.9.1 System Security Managers (information asset administrators) must ensure that documented adequate back-up and system recovery procedures are in place and regularly tested.
7.9.2 The Trust’s IT department is responsible for backing up the Trust servers on a daily basis in accordance with the Trust’s back up procedure.

7.9.3 Staff using laptops or portable computers must ensure that these are connected to the network at least once a month to ensure that the software on the laptop is kept up to date and ensure information held is backed up (e.g. via Offline folders and files).   

7.9.4 The storage media used for the archiving of information must be appropriate to its expected longevity.  The format in which the data is stored must be carefully considered, especially where proprietary formats are involved (e.g. means to read and recover the information must be available during the expected life of the store information). 

7.9.5 The archiving of electronic data files must reflect the needs of the Trust and any legal and regulatory requirements. 

7.10 Encryption

7.10.1 To prevent the unauthorised disclosure, modification, removal or destruction of Trust information assets and disruption to the Trust business, all Trust equipment and removable media will be encrypted where possible regardless of the data that is stored on them.

7.10.2 All Trust laptops and computers, Mobile telephones, Personal Digital Assistants (PDA’s) will be encrypted.  Where there is an exception and a genuine business need to not encrypt a trust asset, this must be approved by the Trust’s Information Governance Committee and the Trust’s SIRO.

7.10.3 All Trust removable media including, but not limited to e.g. tapes, floppy discs, removable or external hard disc drives, optical discs (DVD/CD’s), solid state memory devices including memory cards and USB sticks, will be encrypted.
7.10.4 The Trust will issue staff with an encrypted USB stick where there is a business need. Information must only be stored on a Trust encrypted USB stick. Where there is an exception to this, it must be approved by the Trust’s Information Governance Committee and the Trust’s SIRO.  Where this is identified as a need, a risk assessment must be undertaken.
7.10.5 Removable media devices are only temporary storage devices and information must be removed from the device as soon as possible or in the case of optical media, the media destroyed.  Removable media devices should only hold a secondary copy of any data, and not be the only copy in existence.
7.10.6 Where a member of staff is using non Trust equipment for Trust business/purpose, this must also be encrypted and kept secure at all times.
7.11 Security of IT Equipment
7.11.1 Where a member of staff has been issued with Trust equipment, the member of staff is fully responsible for ensuring that the Trust asset/equipment is kept secure at all times, not left unattended in a vehicle or in a public place, and locked way when not in use.
7.11.2 Staff are responsible for ensuring that all removable media are kept secure at all times to prevent their loss, damage, abuse or misuse whether stored or in transit.
7.11.3 Where staff are issued with Trust equipment, it must only be used for Trust business. Where a member of staff wishes to use Trust equipment for personal use, the member of staff must comply with all Trust policies and be approved by their Line Manager and IT.  

7.11.4 When staff are using Trust equipment outside of the Trust, the member of staff must ensure individuals are not able to see any confidential information e.g. using laptop to access confidential information in a public place (internet café, train, café, home).
7.11.5 If any Trust equipment is lost/stolen/missing the member of staff must report the incident to the Trust through their Line Manager, and where applicable the Police, as soon as possible. 
7.12 Uninterruptible Power Supply (UPS)/Equipment maintenance
7.12.1 The Trust has a UPS that will ensure that the systems on the Trust network are always available, except when systems maintenance is being undertaken. 
7.12.2 The Trust will ensure that all IT equipment is maintained, and where new systems are purchased, a maintenance agreement is purchased to ensure the full productivity and longevity of the IT System.

7.13 Destruction of Electronic Data/hardware

7.13.1 The information stored on media must be removed using a destruction method that makes recovery of the data impossible.
7.13.2 All data on hard drives will be permanently erased by IT and removed from Trust equipment before being handed to Trust’s third party contractor for confidential destruction.
7.13.3 Where staff have electronic hardware that needs to be disposed, this must be passed to the IT Service Desk for confidential destruction. 
7.14 Forensic Readiness 
7.14.1 The universal use of IT systems in the Trust leads to the need to have digital evidence available for a wide range of investigations or disputes e.g. patient confidentiality breaches, security incidents, criminal activities, commercial disputes, disciplinary actions and privacy issues.
7.14.2 These disputes present a risk to the Trust’s information assets, which without adequate mitigation could damage the Trust’s business or undermine the reputation of the Trust. 

7.14.3 Where the Trust identifies a need to undertake a Forensic examination, the Trust’s SIRO, in liaison with the Trust’s Counter Fraud Office and, HR Director will authorise such an assessment utilising the services of a commercial IT Forensic company. The Trust’s Information Governance Manager will secure the IT equipment following the Trust’s “Removal of IT equipment procedure”.

7.15 E-mail/ Intranet/Internet

7.15.1 The Management of the Trust’s email system is documented in the Trust’s Email Policy. 
7.15.2 The management of the Trust’s Internet access and intranet is documented in the Trust’s Internet policy.

7.16 Business Continuity Plan (BCP) / Disaster Recovery Plan

7.16.1 The Trust is obliged to have a BCP and Disaster Recovery Plan.  
7.16.2 IT are responsible for undertaking a formal risk assessment in order to determine the requirements for IT Business Continuity and a Disaster Recovery Plan which in liaison with the Trust’s Business Continuity and Disaster Recovery covers all essential and critical business activities. 

7.16.3 All staff must be made aware of the Business Continuity Plan and their own related roles. 

7.16.4 IT are responsible for keeping the IT Business Continuity and Disaster Recovery Plan up to date and for periodic testing to assure that the management and staff understand the plan and that it is deliverable and achieves it objective. 

8 Personal Use
8.1.1 A limited amount of personal use of the Trust’s systems is permitted subject to the following conditions:

· Only undertaken during approved breaks and not during working hours

· Personal use is in compliance with this and all other applicable Trust policies/procedures e.g. email policy, internet policy, network access procedure

· Storage of personal information is clearly identified and kept to a minimum 
· Staff are not permitted to transfer, store or download of any information and files for personal use including (but not limited to) MP3, AVI, WMV files and other similar formats.  
9 Information Classification

9.1.1 NHS organisations are being encouraged to develop and adopt classification markings for all NHS information.  The adoption of these categories on the Trust information systems will enable staff to easily identify the level of security required for each system.

9.1.2 There are four generic categories are proposed for NHS organisations to use, and these are:

· NHS Confidential – Patient information

· NHS Confidential - Commercial

· NHS Protect

· NHS Freedom of Information

9.1.3 The Trust will adopt these information classifications as part of the records management element of its Information Governance Work Programme.
9.1.4 More detailed explanation of these categories can be found in the Trust’s Non-Clinical Records Management Policy.
10 Monitoring

10.1.1 The Trust will monitor and undertake spot checks of staff usage of the Trust network to ensure compliance with this and other related policies/procedures.

10.1.2 The Trust will develop and review its information security risk management programme on a regular basis to ensure its completeness, effectiveness and relevance.  These reviews will be managed by the Trust’s Information Governance Manager.

10.1.3 Where an incident occurs either through an audit or monitoring, the Information Governance Manager will review this policy and amend where applicable.
10.1.4 The Trust will seek independent assurance on the compliance and application of this policy through its internal auditors.
10.1.5 A number of regulatory bodies have responsibility for monitoring the performance of NHS organisations in relation to information security.  The key regulator is the Information Commissioner, regulator of the Data Protection Act 1998 and Freedom of Information Act 2000.  

10.1.6 Where an organisation fails to meet its obligation under the Data Protection Act 1998, Principle 7, the Information Commissioner has the power to place an enforcement notice on an organisation.  The Enforcement Notice will place a legal obligation on the Trust to improve its security arrangements to a level that ensures and complies with the Data Protection Act 1998.

10.1.7 The powers of the Information Commissioner are being increased, which will provide the Information Commissioner with the potential to be able to spot check an organisation’s compliance with the Data Protection Act 1998. 

11 Equality Impact Assessment

11.1.1 This policy has been subject to an Equality Impact Assessment and is not anticipated to have an adverse impact on any group.

12 References & Related Guidance
· Department of Health Confidentiality Code of Practice 2003

· Department of Health Records Management Code of Practice 2006

· Department of Health Information Security Code of Practice 2007

· Department of Health Caldicott Manual 2006

· BS ISO/IEC 17799:2005 and BS ISO/IEC 27001: 2005 & BS7799-2: 2005

· Data Protection Act 1998

· Human Rights Act 1009

· Computer Misuse Act 1990

· Freedom of Information Act 2000

· Copyright, Designs and Patents Act 1988

· Regulatory of Investigatory Powers Act 2000

· Connecting for Health Information Governance Toolkit

· The NHS Care Records Guarantee 2006

· The NHS IM&T Operating Framework
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