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QUICK REFERENCE GUIDE

For quick reference the guide below is a summary of actions required. This does not negate the need for the document author and others involved in the process to be aware of and follow the detail of this policy.

1. This policy sets out the organisation's policy for the protection of the confidentiality, integrity and availability of the ICT network(s) and the resources it grants access to and seeks to ensure that the Trust and its staff are able to make best use of the facilities offered by the ICT network(s), but do so in a way that is secure, complies with the law and is in the best interests of the Trust, its staff and patients.
2. To access network resources users will be issued with individual user credentials (typically username and password); these are issued for their sole use and must not be shared with other users.  All passwords and PINs must be changed regularly and are to protected from disclosure at all times.

3. Responsible departments (ICT for the core ICT network) will maintain up to date network diagrams (both logical and physical) that define the network topology, ‘boundaries’, IP addresses, core network equipment etc for all networks that they are responsible.
4. Core network computer equipment will be housed in controlled and secure environments.  

5. Critical or sensitive network equipment will be protected by a secure perimeter, with appropriate security barriers and entry controls (including intruder alarms), fire suppression systems and in an environment that is monitored for temperature, humidity and power supply quality.
6. ICT will ensure that the network is permanently monitored to ensure performance is maintained, any faults are quickly identified/resolved and any potential security breaches are suitably acted on.

7. No equipment is to be connected to any ICT network without the approval of those that manage/operate the ICT network concerned. 
8. Users are responsible for ensuring that they save data to appropriate network shares where it is to be subject to centrally managed backup processes. 

9. Third party access to the ICT network(s) will be based on a formal contract and a separate Memorandum of Understanding (MoU) that both governs access and satisfies necessary NHS security conditions.

10. All external connections to the core Trust ICT network(s) are to mediated by appropriate access controls that protect against unauthorised or inappropriate access to the network and/or resources hosted on it.  Such mediation will also control access and scan all authorised traffic via appropriate technical measures in order to protect the hosted resources.

11. ICT will ensure that where equipment is being disposed of all data on the equipment (e.g. on hard disks or tapes) is securely overwritten. 
12. The SIRO/IAO and/or the IT security team will require checks on, or an audit of, actual implementations based on approved security policies.
13. The use of Trust Email, Internet/NHS Net functionality, Portable Computing and Data Storage Devices are covered in separate complimentary policies available on the Trust Intranet.
14. All potential security breaches on the ICT networks must be investigated and reported to the IT security team.  Security incidents and weaknesses must be reported in accordance with the requirements of the organisation's incident reporting procedure.

1. INTRODUCTION
1.1. Portsmouth Hospitals NHS Trust (“the Trust”) is increasingly dependent upon its usage of ICT network(s) as a key tool for managing and delivering health care services and for communicating with its care partners.  However, the same features that make ICT useful (speed, ease-of-use, widespread access, ease of storage, etc.) also present risks to the Trust, which must be managed to protect the Trust, its staff and patients. This document defines the Trusts’ Network Security Policy which applies to all business functions and information contained/hosted on or accessed via the Trust ICT network(s), the physical environment and relevant people who support the network
2. PURPOSE
2.1. This policy sets out the organisation's policy for the protection of the confidentiality, integrity and availability of the ICT network(s) and the resources it grants access to and seeks to ensure that the Trust and its staff are able to make best use of the facilities offered by the ICT network(s), but do so in a way that is secure, complies with the law and is in the best interests of the Trust, its staff and patients.

2.2. This policy should be read in conjunction with the Trust’s other information and communication technologies (ICT) policies and procedures.
3. SCOPE

3.1. This policy applies to all Trust employees engaged in work for the Trust, using ICT equipment connected to or via the Trust ICT network(s).  This includes voluntary workers employed under special contracts and employees of organisations contracted to the Trust.  Such use includes (but is not limited to):

3.1.1.  The storage, sharing and transmission of clinical and/or non-clinical data and/or images.
3.1.2. Printing or scanning of non-clinical and/or clinical data and/or images.

3.1.3. The provision of Internet or N3 connectivity for receiving, sending and storing non-clinical and/or clinical data and/or images.
4. DEFINITIONS

4.1. The “ICT Network(s)” is defined as a collection of ICT equipment such as servers, computers, storage devices and printers, which has been connected together by switches, hubs, routers and cables.  The network enables the sharing of data, software, and peripherals such as printers, fax machines, external connectivity (such as the internet or N3), CD-ROM and tape drives, hard disks and other data storage equipment.
4.2. “ITSEC” the Information Technology Security Evaluation Criteria is a structured set of criteria for evaluating computer security within products and systems.  ITSEC has largely been replaced by Common Criteria, which provides similarly-defined evaluation levels and implements the target of evaluation concept and the Security Target document.
4.3. The “core ICT network” is defined as the Trust wide ICT network (wired or wireless) managed and operated by the ICT department for the benefit of all Trust users.

5. DUTIES AND RESPONSIBILITIES

5.1. The ICT Department must:

· Ensure the relevant requirements of this policy are suitably followed and where appropriate documented/auditable.

· Provide all new staff with individual user credentials allowing access to the minimal resources necessary to carry out their job.
· delete accounts and their associated data where these have been unused for a period of time agreed by the Trust (in accordance with the requirements of the ICT Security Policy);

· scan network traffic, data storage repositories, computers for viruses and inappropriate attachments, removing and destroying these as appropriate; and

· where authorised to do so, investigate serious breaches of this policy and report findings to relevant managers.


5.2. The Human Resources Department must:

· ensure that, as part of their contract of employment, all new staff are aware that the Trust monitors the use of Trust ICT network(s).

5.3. Line managers must:

· ensure that all staff and external users who use the Trust network for work purposes under their management, are aware of, and comply with, this and associated policies & procedures

· ensure account set-up requests for new staff and account deletion requests for all staff who leave the Trust are submitted to the ICT Department in a timely manner; 

· take disciplinary action as appropriate against any member of staff in breach of this policy; and

· notify any suspected breaches of this policy to the ICT Department.

5.4. All Trust staff, without exception, must:

· abide by this and associated policies & procedures; and

· report any suspected breaches of this policy to their line manager or the ICT department. Failure to do so may result in disciplinary action.
6. PROCESS

6.1. The overall Network Security Policy for the Trust is described below and applies to all ICT networks used within the Trust regardless of who manages/operates them.  Where departments manage/operate independent standalone ICT network(s) the roles and responsibilities outlined below still apply although they may be fulfilled by nominated individuals as directed by individual Information Asset Owners.  Advice and guidance in the fulfilment of any conditions contained within this policy will be provided by the ICT department:

6.2. The Trust ICT network(s) will be available when needed, can be accessed only by legitimate users and will contain complete and accurate information.  The network must also be able to withstand or recover from threats to its availability, integrity and confidentiality.  To satisfy this, the Trust will undertake to the following:
6.3. Protect all hardware, software and information assets under its control.  This will be achieved by implementing a set of well-balanced technical and non-technical measures.
6.4. Provide both effective and cost-effective protection that is commensurate with the risks to its network assets.
6.5. Implement the Network Security Policy in a consistent, timely and cost effective manner.
6.6. The Trust will comply with other laws and legislation as appropriate.
6.7. The policy must be approved by the Senior Information Risk Officer (SIRO) and Information Security Manager (ISM).
6.8. Risk Assessment

6.9. The Trust will carry out security risk assessment(s) in relation to all the business processes covered by this policy.  These risk assessments will cover all aspects of the network that are used to support those business processes. The risk assessment will identify the appropriate security countermeasures necessary to protect against possible breaches in confidentiality, integrity and availability.
6.10. Risk assessment will be conducted to determine the ITSEC Assurance levels required for security measures that protect the network.
6.11. Formal risk assessments will be conducted using an appropriate methodology (such as CRAMM or CESGs Information Standard 1) and will conform to the ISO27000 standards.

6.12. Physical & Environmental Security

6.13. Responsible departments (ICT for the core ICT network) will maintain up to date network diagrams (both logical and physical) that define the network topology, ‘boundaries’, IP addresses, core network equipment etc for all networks that they are responsible.

6.14. Core network computer equipment will be housed in controlled and secure environments.  
6.15. Critical or sensitive network equipment will be protected by a secure perimeter, with appropriate security barriers and entry controls (including intruder alarms), fire suppression systems and in an environment that is monitored for temperature, humidity and power supply quality. Such protection will normally be for the whole room; where this is not possible protection for individual equipment should be provided.
6.16. Entry to secure areas housing critical or sensitive network equipment will be restricted to those whose job requires it.  The ICT security team will maintain and periodically review a list of those with unsupervised access to core Trust network/computer rooms.  Detailed lists of those with approved access will be displayed at the entrances to such areas.

6.17. The ICT security team are responsible for ensuring that door lock codes for core Trust computer/network rooms are changed periodically, following a compromise of the code, if they suspect the code has been compromised.  
6.18. Where servers are housed in non-ICT controlled/operated computer rooms such controls as described in 6.16 and 6.17 are to be exercised by the individual responsible for supporting such equipment(s).
6.19. Smoking, eating and drinking is forbidden in areas housing critical or sensitive network equipment.
6.20. All visitors to areas housing core critical or sensitive network equipment must be authorised by the ICT security team and must be made aware of network security requirements.  All visitors to these areas must be logged in and out.  The log will contain name, organisation, purpose of visit, date, and time in and out.  Visitors to rooms/areas that contain ICT switches and hubs are to be controlled by the ICT network team.   Responsible staff are to ensure that all relevant are made aware of procedures for visitors and that visitors are escorted, when necessary.
6.21. Access Control to the Network
6.22. Access to the network resources will be via a secure log-on procedure, designed to minimise the opportunity for unauthorised access.  Remote access to the network will conform to the Trust's Remote Access Policy.
6.23. There will be a formal, documented user registration and de-registration procedure for access to the network/resouces.
6.24. Departmental line managers and the ICT service desk must approve user access in accordance with this policy and relevant local guidance/process.  
6.25. Access rights to the network will be allocated on the requirements of the user's role, rather than on a status basis.
6.26. Security privileges (i.e. 'superuser' or network administrator rights) to the network will be allocated on the requirements of the user's role, rather than on a status basis (detailed local guidance for the ICT department is produced by the ICT security team).
6.27. Access will not be granted until the ICT service desk registers a user.  All users on the network will have their own individual user identification and password.

6.28. Users are responsible for ensuring their password is kept secret (see User Responsibilities).
6.29. User access rights will be immediately removed or reviewed for those users who have left the Trust or changed roles; line managers must report all such occurrences to the ICT department promptly.

6.30. Connecting Equipment or Providing New Services to the Network

6.31. No equipment is to be connected to any ICT network without the approval of those that manage/operate the ICT network concerned.  Where new equipment or services are to be hosted on the network appropriate Risk Assessments (as outlined in section 6.8) are to be conducted prior to any such connection.

6.32. Wired Connection and Connection Points

In principle all network points are to be disabled unless they are actually in use or enabled to allow approved equipment to connected in the near term.  Where areas are to be left unoccupied for periods in excess of a few days then network connectivity to the particular area is to be disabled until it is to be occupied again. 

6.33. Wireless Connection and Wireless Access Point
New wireless connections should always be implemented with approved protocols and relevant security standards as defined by the ICT department.  Where Trust devices are permitted to access wireless networks rather than wired networks they are to be controlled in the same way that wired connections are.
6.34. Where ‘guest’ wireless services are offered on Trust premises devices provided by the Trust are not permitted to make use of them and should be configured to prevent these users from ‘joining’ guset networks. 

6.35. ‘Guest’ devices/services should always have appropriate controls configured to ensure proper separation of  ‘business’ and ‘non-business’ data.  Where provided these services are to maintain appropriate control of access to all resources and sufficient records to provide evidence of usage. 
6.36. Security Standards for Wired or Wireless Devices

The ICT department are to maintain seperate security (build) standards for all devices they are responsible for.  These standards are to be applied to all equipments permitted to access the Trust network(s) whomever supports the equipment.

6.37. Where appropriate the ICT department are to implement appropriate technical measures to provide Network Access Control on the Trust network. 
6.38. Third Party Access Control to the Network

6.39. Third party access to the ICT network(s) will be based on a formal contract and a separate Memorandum of Understanding (MoU) that both governs access and satisfies necessary NHS security conditions.
6.40. All third party access to the network must be logged, either as an individual one-off access or for more regular access in support of hosted applications/equipment.  In the case of the later a register of such access is to be kept detailing the nature of the access.
6.41. Third party access is to be strictly limited to the equipment and functionality required to provide the contracted support required.
6.42. External Network Connections

6.43. All external connections to the core Trust ICT network(s) are to be mediated by appropriate access controls that protect against unauthorised or inappropriate access to the network and/or resources hosted on it.  Such mediation will also control access and scan all authorised traffic via appropriate technical measures in order to protect the hosted resources.

6.44. Where external ‘connections’ are considered to be ‘trusted’ such as in Micosoft’s Active Directory Trusted Domains then the ‘scope’ of the approved trust and valid security assumptions on which Risk Assessments are based are to be documented in a Code of Connection (CoCo) between the relevant system/network ‘owners/stakeholders’ of all affected organisations.  All new such connections are to be risk assessed prior to connection to ensure that they do not invalidate previous risk assessments on which controls and/or countermeasures are based. 
6.45. All connections to external networks and systems have documented and approved System Security Policies.
6.46. Ensure that all connections to external networks and systems conform to the NHS-wide Network Security Policy, Statement of Compliance/Code of Connection and supporting guidance.
6.47. In principle unsolicited network ‘traffic’ (excluding email traffic or approved 3rd party support access) that originates from outside the network boundaries should not be permitted to directly enter the internal network either to transit or to terminate.  Appropriate technical measures should be implemented to ensure adequate separation of internal and external ‘traffic’.
6.48. The IT security team must approve all connections to external networks and systems before they commence operation.

6.49. Maintenance Contracts
6.50. The ICT department will ensure that appropriate maintenance contracts are maintained and periodically reviewed for all core network equipment.  All contract details will constitute part of the ICT departments Information Asset register.

6.51. Data and Software Exchange

6.52. Formal agreements for the exchange of data and software between organisations must be established and approved by the relevant Information Asset Owner in consultation with the SIRO/Information Governance Manager/ICT security team.

6.53. Fault Logging

6.54. The ICT department is responsible for ensuring that a log of all faults on the core ICT network is maintained and reviewed.  A written procedure to report faults and review countermeasures will be produced. 

6.55. Security Operating Procedures (SyOps)

6.56. Systems owners are required to produce Security Operating Procedures (SyOps) and security contingency plans that reflect the Network Security Policy.
6.57. Changes to operating procedures must be authorised by the IT security team.

6.58. Network Operating Procedures

6.59. Documented operating procedures will be prepared for the operation of the network, to ensure its correct, secure operation.
6.60. Changes to operating procedures must be authorised by the ICT department Technical Services Manager.
6.61. Data Backup and Restoration

6.62. The ICT departments’ Technical Services Manager is responsible for ensuring that backup copies of all data including the network configuration are taken regularly in accordance with ICT local procedures and relevant SLAs such that services and data can be restored in accordance with requirements.
6.63. Documented procedures for the backup process and storage of backup tapes will be produced and communicated to all relevant staff.
6.64. All backup tapes will be stored securely and a copy will be stored in a separate location to the systems they originate from, preferably off-site but where this is not possible in a location that is a ‘safe’ distance from the originating systems themselves.
6.65. Where on line backups have been implemented in place of backuip tapes then similar separation between originating and backup locations must be implemented; under no cuircumstances are backups and original data to be kept in the same physical location(s).
6.66. Documented procedures for the safe and secure disposal of backup media will be produced and communicated to all relevant staff.
6.67. Users are responsible for ensuring that they save data to appropriate network shares where it is to be subject to centrally managed backup processes.

6.68. User Responsibilities, Awareness & Training

6.69. The Trust will ensure that all users of the network are provided with the necessary security guidance, awareness and where appropriate training to discharge their security responsibilities.
6.70. All users of the ICT network must be made aware of the contents and implications of relevant IT Security Policies and specific SyOps.
6.71. Irresponsible or improper actions by users may result in disciplinary action(s).

6.72. Accreditation of Network Systems

6.73. Ensure that the ICT network is approved by the SIRO/Information Asset Owner before it commences operation.  In this role the IT security team will support the SIRO/IAO. The IT security team is responsible for ensuring that the core ICT network does not pose an unacceptable security risk to the organisation.  

6.74. Security Standards and Security Audits

6.75. Wherever possible use should always be made of secure IT protocols over insecure legacy protocals ie Secure Shell (SSH) rather than ‘Telnet’, Secure File Transfer Protocol (SFTP instead of File Transfer Protocol (FTP) where this may not be possible then a risk assessment is to be conducted and documented.  
6.76. The SIRO/IAO and/or the IT security team will require checks on, or an audit of, actual implementations based on approved security policies.

6.77. Malicious Software

6.78. For ‘core’ systems the Trust ICT department will ensure that measures are in place to detect and protect the network from viruses and other malicious software.  For non ‘core’ systems then the system owner is to ensure that this is implemented.
6.79. Secure Disposal or Re-use of Equipment

6.80. ICT department staff must ensure that where equipment is being disposed of all data on the equipment (e.g. on hard disks or tapes) is securely overwritten.  Where this is not possible ICT Department staff should physically destroy the disk or tape.  ICT department staff are to comply with the local procedures that cover this activity.  Where the ICT department are not responsible for ICT equipment then their advice is always to be sought before disposal or re-use is considered.
6.81. System owners are to ensure that where disks are to be removed from the premises for repair, where possible, the data is securely overwritten or the equipment de-gaussed by the IT Department.  Where disks have been installed in any RAID configuration other than RAID1 then providing no more than one disk is sent for repair at the same time then this requirement can be 
6.82. System Change Control

6.83. System owners are to ensure that the IT security team review and approve all changes to the network to ensure that the security of the ICT network is maintained.  The ICT departments’ Technical Services Manager is responsible for updating all relevant Network Security Policies, design documentation, security operating procedures and network operating procedures.

6.84. The SIRO/IAO/IT security team may require checks on, or an assessment of the actual implementation based on the proposed changes.

6.85. The IT security team is responsible for ensuring that selected hardware or software meets agreed security standards in accordance with appropriate national guidelines.

6.86. As part of acceptance testing of all new network systems, the ICT department will attempt to cause a security failure and document other criteria against which tests will be undertaken prior to formal acceptance.

6.87. Testing facilities will be used for all new network systems.  Development and operational facilities will be separated.

6.88. Security Monitoring

6.89. Ensure that the network is monitored for potential security breaches.   All monitoring will comply with current legislation.

6.90. Reporting Security Incidents & Weaknesses

6.91. All potential security breaches on the ICT networks must be reported to the IT security team who will investigate as appropriate.  Security incidents and weaknesses must be reported in accordance with the requirements of the organisation's incident reporting procedure.

6.92. System Configuration Management
6.93. Ensure that there is an effective configuration management system for the ICT network.

6.94. Business Continuity & Disaster Recovery Plans

6.95. Ensure that business continuity plans and disaster recovery plans are produced for the ICT network.
6.96. The plans must be reviewed by the ICT departments’ Technical Services Manager and tested on a regular basis.

6.97. Unattended Equipment and Clear Screen

6.98. Users must ensure that they protect the network from unauthorised access.  They must log off the network when finished working.
6.99. The Trust operates a clear screen policy that means that users must ensure that any equipment logged on to the network must be protected if they leave it unattended, even for a short time. Workstations must be locked or a screensaver password activated if a workstation is left unattended for a short time.
6.100. Users failing to comply will be subject to disciplinary action
7. TRAINING REQUIREMENTS

7.1. ICT Department staff will be trained to understand and support implementation of this policy.


7.2. The ICT Department will raise general awareness of the policy and procedures throughout the Trust by publishing occasional articles in the staff newsletter.


7.2.1. The Associate Director of Workforce will ensure relevant Human Resources and training staff are aware of this policy and compliance requirements.
8. REFERENCES AND ASSOCIATED DOCUMENTATION

The Data Protection Act 1998
http://www.opsi.gov.uk/Acts/Acts1998/ukpga_19980029_en_1 
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Electronic Communications Act 2000
http://www.legislation.gov.uk/ukpga/2000/7/contents 
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The Privacy and Electronic Communications (EC Directive) Regulations 2003
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http://www.opsi.gov.uk/acts/acts2003/20030021.htm 

Police and Criminal Justice Act 2006
http://www.opsi.gov.uk/acts/acts2006/20060048.htm 

Regulation of Investigatory Powers Act 2007
http://www.opsi.gov.uk/Acts/acts2000/20000023.htm 

Copyright, Designs & Patents Act 1988
http://www.legislation.gov.uk/ukpga/1988/48/contents 
ISO/IEC 27001:2005 Information technology -- Security techniques -- Specification for an Information Security Management System.
http://www.iso.org/iso/catalogue_detail?csnumber=42103 

9. MONITORING COMPLIANCE WITH, AND THE EFFECTIVENESS OF, PROCEDURAL DOCUMENTS

9.1. The policy will be reviewed biennially by the ICT Department.

9.2. ICT Service Desk will log all incidences of breaches of this policy notified to them and report on these to the ICT security team at regular intervals.  

9.3. If a trend becomes apparent, the ICT security team will develop appropriate action plans and will monitor the action plans for compliance on a quarterly basis.
9.4. Significant trends of breaches will be included in ICT Department reports to the Trust Information Management Strategy Committee and Trust Board.
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Checklist for the Review and Ratification of Procedural Documents and

Consultation and Proposed Implementation Plan

To be completed by the author of the document and attached when the document is submitted for ratification: a blank template can be found on the Trust Intranet. Home page -> Policies -> Templates
	CHECKLIST FOR REVIEW AND RATIFICATION

	TITLE OF DOCUMENT BEING REVIEWED:
	YES/NO

N/A
	COMMENTS

	1
	Title
	
	

	
	Is the title clear and unambiguous?
	Yes
	

	
	Will it enable easy searching/access/retrieval??
	Yes
	

	
	Is it clear whether the document is a policy, guideline, procedure, protocol or ICP?
	Yes
	

	2
	Introduction
	
	

	
	Are reasons for the development of the document clearly stated?
	Yes
	

	3
	Content
	
	

	
	Is there a standard front cover?
	Yes
	

	
	Is the document in the correct format?
	Yes
	

	
	Is the purpose of the document clear?
	Yes
	

	
	Is the scope clearly stated?
	Yes
	

	
	Does the scope include the paragraph relating to ability to comply, in the event of a infection outbreak, flu pandemic or any major incident?
	Yes
	

	
	Are the definitions clearly explained?
	Yes
	

	
	Are the roles and responsibilities clearly explained?
	Yes
	

	
	Does it fulfill the requirements of the relevant Risk Management Standard? (see attached compliance statement)
	Yes
	

	
	Is it written in clear, unambiguous language?
	Yes
	

	4
	Evidence Base
	
	

	
	Is the type of evidence to support the document explicitly identified?
	Yes
	

	
	Are key references cited?
	Yes
	

	
	Are the references cited in full?
	Yes
	

	
	Are associated documents referenced?
	Yes
	

	5
	Approval Route
	
	

	
	Does the document identify which committee/group will approve it?
	Yes
	

	6
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with the effectiveness of the document?
	NA
	

	7
	Review Date
	
	

	
	Is the review date identified?
	Yes
	

	6
	Dissemination and Implementation
	
	

	
	Is a completed proposed implementation plan attached?
	NA
	

	7
	Equality and Diversity
	
	

	
	Is a completed Equality Impact Assessment attached?
	Yes
	


APPENDIX A

cont……

Checklist for the Review and Ratification of Procedural Documents and

Consultation and Proposed Implementation Plan

	CONSULTATION AND PROPOSED IMPLEMENTATION PLAN

	Date to ratification committee
	

	Groups /committees / individuals involved in the development and consultation process
	Senior Information Risk Owner

ICT Department Managers

ICT Security Team

Information Governance Manager

Information Governance Steering Group



	Is training required to support implementation?
	NA this is an additional Policy that formalises existing controls, relevant training for those that require it is already in place. 



	If yes, outline plan to deliver training
	NA



	Outline any additional activities to support implementation
	NA



	Individual Approval

	If, as the author, you are happy that the document complies with Trust policy, please sign below and send the document, with this paper, the Equality Impact Assessment and NHSLA checklist (if required) to the chair of the committee/group where it will be ratified.  To aid distribution all documentation should be sent electronically wherever possible.

	Name
	P Ballard
	Date
	4 January 2012

	Signature
	

	Committee / Group Approval

	If the committee/group is happy to ratify this document, would the chair please sign below and send the policy together with this document, the Equality Impact Assessment, and NHSLA checklist (if required)  and the relevant section of the minutes to the Trust Policies Officer.  To aid distribution all documentation should be sent electronically wherever possible.

	Name
	James Taylor (Information Governance Manager)
	Date
	     January 2012

	Signature
	


If answers to any of the above questions is ‘no’, then please do not send it for ratification.

APPENDIX B

EQUALITY IMPACT ASSESSMENT

To be completed by the author of the document and attached when the document is submitted for ratification: a blank template can be found on the Trust Intranet. Home page -> Policies -> Templates
	Title of document for assessment
	Network Security Policy

	Date of assessment
	4 January 2012

	Job title of person responsible for assessment
	ICT Systems & Security Team Leader

	Division/Service
	IPHIS/ICT


	
	Yes/No
	Comments

	Does the document affect one group less or more favourably than another on the basis of:

	· Race
	No
	

	· Gender (including transgender)
	No
	

	· Religion or belief
	No
	

	· Sexual orientation, including lesbian, gay and bisexual people
	No
	

	· Age (for HR policies only)
	No
	

	· Disability – learning disabilities, physical disabilities, sensory impairment and mental health problems
	No
	

	Does this document affect an individual’s human rights?
	No
	

	If you have identified potential discrimination, are the exceptions valid, legal and/or justified?
	
	


If the answers to any of the above questions is ‘yes’ you will need to complete a full Equality Impact Assessment (available from the Equality and Diversity website) or amend the policy such that only an disadvantage than can be justified is included. If you require any general advice please contact staff in the Equality and Diversity Department on 02392 288511

Network Security Policy

Version 1  Issued: January 2012 (review date January 2014)
Page 1 of 1
Network Security Policy

Version 1 Issued: January 2012 (review date January 2014)

Page 2 of 17

