Information Security and Risk Management Policy v1.0

 [image: image9.jpg]NHS Foundation Trust

HEART of
NHS! ENGLAND




Information Security and Risk Management Policy 
Policy Statement: This policy sets out standards for the management of information security and information risks across the Trust.
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1. Circulation

This policy applies to all staff who handle sensitive information across the Trust. This includes staff responsible for:

1. introducing changes to services, processes or information

2. the management of information assets across the Trust.

This includes temporary, locum and contract staff.
2. Scope
Includes

This policy outlines standards for information security and risk management across the Trust and covers the following areas:
· how to make a change to a current information asset

· the process to follow when developing a new information asset
· implementation of a new information asset

· information asset registration and review
· information asset retirement.
Excludes

· Information about how to report an information security incident. This can be found in the Incident Reporting Policy and Procedure.
· Detailed information about how to complete a risk register template, and the template that should be completed. This can be found in the Risk Management Policy and Procedure (IG Toolkit R8-307).

· Standards for paper based information systems controls can be found in the Records Management Policy
· Standards for the security of information transfers are covered in the Safe Haven Procedure (IG Toolkit R8-308).
3. Definitions
Information is a corporate asset. The Trust’s Information Assets are important sources of administrative, clinical, evidential and historical information. They are vital to the Trust to support its current and future operations (including meeting the requirements of the Freedom of Information legislation), for the purpose of accountability, and for an awareness and understanding of its history and procedures.

For the purpose of this policy Information Assets (IAs) are ‘identifiable and definable assets owned or contracted by the Trust which are valuable to the business of the organisation’.
IAs will include the computer systems and network hardware, software and supporting utilities and staff that are required to achieve processing of data, and should not be seen as simply technical. Categories of IAs include:

· Information: Databases, system documents and procedures, archive media/data, paper records.
· Software: Application programs, systems, development tools and utilities.

· Physical: Infrastructure, equipment, furniture and accommodation used for data processing.

· Services: Computing and communications, heating, lighting, power, air-conditioning used for data processing.

· People:Their qualifications, skills and experience in the use of information systems.

· Intangibles: For example, public confidence in the organisation’s ability to ensure confidentiality, integrity and availability of personal data.

The Information Asset Register documents information about all information assets across the Trust, and includes information about each asset owner (Information Asset Owner) and administrators (Information Asset Administrators).

Information Risk Management – A methodical information security risk assessment process which ensures that the Trust identifies, implements and manages controls to monitor and reduce the information security risks to the organisation, its person identifiable information and its critical information assets.
An information risk is the chance of something happening to information which is held by the Trust or their contractors, which will have an impact upon the organisations’ business objectives. Information risks are measured in terms of consequence and likelihood, in accordance with the Risk Management Procedure.
4. Reason for Development
Information is only useful if it is correctly recorded in the first place, is regularly updated and is easily accessible when it is needed. Information is essential to the delivery of high quality healthcare. Effective information asset management ensures that information is properly managed and made available to:

· support patient care and the continuity of care
· support evidence based clinical practice
· assist clinical and other types of audits

· support improvements in clinical effectiveness through research

· support archival functions by taking account of the historical importance of material and the needs of future research

· support the day-to-day business which underpins the delivery of care
· support sound administrative and managerial decision making as part of the knowledge base for the NHS services
· support patient choice and control over treatment and services designed around patients.

· meet legal requirements including requests from patients under subject access provisions of the Data Protection Act or the Freedom of Information Act.
In 2008 the Government commissioned a report to examine and improve data handling in public sector organizations in the wake of the loss of data by HM Revenue and Customs (Cabinet Office, 2008). This report led to the development of guidance by the Department of Health in 2009 which was aimed at those responsible for managing information risks within the NHS.
This guidance reinforced the importance of a structured approach to information security and risk management across NHS organisations reliant on the identification of information assets, and the assignment of ownership of these assets to senior accountable staff.
In June 2010 version 8.0 of the Information Governance Toolkit was published which revised a number of key requirements which focused on information security and risk management.
4.1 This policy sets out the standards for Information Security and Risk Management at the Trust and Table 1 below outlines how the 
      standards are aligned with the IG Toolkit requirements.
Table 1: Alignment of IG Toolkit requirements (v8.0) with Information Security and Risk Management Policy standards
	Req.
	Description
	Policy Standard
	Section

	210
	All new processes, services, information systems, and other relevant information assets are developed and implemented in a secure and structured manner, and comply with IG security accreditation, information quality and confidentiality and data protection requirements
	Standardised process for approval and implementation of all new processes, and changes to current processes.

Information Asset Approval Process and ICT Project Planning Procedure referenced in the policy
	6.2

	300
	The Information Governance agenda is supported by adequate information security skills, knowledge and experience which meet the organisation’s assessed needs
	Policy focuses on Information Security. Role of ICT Governance Compliance Manager clearly defined (Information Security Management role)
	7.1

	301
	 A formal information security risk assessment and management programme for key information assets has been documented, implemented and reviewed
	Set of standards included in the policy which focus on Information Risk Management, which is linked to the Trust Risk Management Policy 
	6.3

	302
	There are documented information security incident/event reporting and management procedures that are accessible to all staff
	Reference made to Trust incident reporting mechanisms, and link to relevant documentation
	6.4

	305
	Operating and application information systems (under the organisation’s control) support appropriate access control functionality and documented and managed access rights are in place for all users of these systems
	Policy set outs standards for all information assets which include the requirement that each information asset has an access controls procedure. 
	6.5

	307
	An effective supported Senior Information Risk Owner takes ownership of the organisation’s information risk policy and information risk strategy
	Information Risk Management arrangements embedded in the policy standards
	6.3/7.1

	309
	Business continuity plans are up to date and tested for all critical information assets (data processing facilities, communications services and data) and service – specific measures are in place
	Standards for business continuity management of critical information asset specified, and links made to Trust Business Continuity Management Policy and planning template
	6.6

	310
	Procedures are in place to prevent information processing being interrupted or disrupted through equipment failure, environmental hazard or human error
	Section refers to Information Asset Disaster Recovery Policy and planning template
	6.7

	311
	Information Assets with computer components are capable of the rapid detection, isolation and removal of malicious code and unauthorised mobile code
	Section specifying standards
	6.8

	313
	Policy and procedures are in place to ensure that Information Communication Technology (ICT) networks operate securely
	Standards specified for network controls and security of network services
	6.9

	314
	Policy and procedures ensure that mobile computing and tele-networking are secure
	Reference made to the Portable Devices Policy
	6.10

	323
	All information assets that hold, or are, personal data are protected by appropriate organizational and technical measures
	Registration process outlined
	6.1

	324
	The confidentiality of service user information is protected through use of pseudonymisation and anonymisation techniques where appropriate
	Standards for pseudonymisation outlined where required
	6.11


5.
Aims and Objectives
The aim of this policy is to ensure that information security standards and processes are in place across the Trust that meet the requirements of the Information Governance Toolkit and align with ISO27001.

The objectives of this policy are:
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6.
Standards

6.1  Registering of information assets
An Information Asset Owner (IAO) or equivalent should be assigned unique responsibility for each significant information asset, or group of assets at the Trust.

It is essential that each IAO understands the scope and boundaries of their assigned information asset(s), their approved purposes, who the users of the assets are and what their requirements for guidance and training may be, the criticality of the assets to the Trust, their dependency on other assets, and which other assets are dependent on them.

All information assets held by the Trust should be registered on the Information Asset Register by the Information Asset Owner, or the designated Information Asset Administrator.

The following categories of information about the asset are required for the registration process:

· Description

· Details of Information Asset Owner and Administrator and contact details

· Access Control Procedure

· Risk assessment of the asset (in accordance with Trust Risk Management Policy)

· Business Continuity Plan (on Trust Business Continuity Procedure Template)

· Service Level Agreement with ICT Technical Services Team)

· Disaster Recovery Plan

· Operating Procedure.

IAOs/IAAs should record the information on the registration template attaching supporting documentation, and send it to the ICT Governance Compliance Manager.

Information held on the Information Asset register will be reviewed on an annual basis.
6.2 Creation/Development and Implementation of Information Assets

Rapidly changing technology has an impact on processes and systems already in place, often requiring change simply to keep up to date and to enable the safe and secure processing of personal information.

It is therefore essential that all new or proposed changes to the Trust’s processes and/or information assets, are identified and flagged with the ICT Systems Approval Group, which considers information security, confidentiality, data protection and information quality requirements at an early stage.

Staff requesting a change to an existing organisational process and/or information asset must follow the process listed below, and consult with the ICT Systems Approval Group during the design phase of any new service, process of information asset.
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Changes to an existing information asset should be documented on an ICT Systems Approval form which can be found on the ICT intranet homepage. The request should be made by the existing Information Asset Owner or their designated Information Asset Administrator.
Proposed changes to an organisational process which might include the development of a new information system should be sent on an ICT Systems Approval form by the Clinical Director of the Department, or the management responsible for record keeping in the service. In Corporate areas requests should be made by a senior manager in the Directorate.
	NB: No change to existing information systems, or development of a new asset should be made before approval has been granted. ICT system changes or development projects will not be supported unless they have the required approval.


All implementations of new processes and information assets should follow a documented project management process.

ICT led projects should follow the ICT Project Management Procedure.
Projects led by other Directorates should follow Prince 2 project management processes.

6.3 Risk Assessment and Management

All critical information assets should be risk assessed annually (as a minimum) using the Trust Risk Management Framework. 
Each risk assessment should be clearly scoped and seek to identify, quantify and prioritise the information risks to the Trust’s business functions. Consideration should also be given to information risks that may affect the Trust’s business partners.

Risk Analysis

Risk analysis should be in accordance with the Trust’s Risk Management Procedure, and should be completed on the Risk Management template.
Risk assessment steps should include as a minimum:
· location and source of risk; 

· description of the risk;

· details of controls in place to manage risk;

· initial and residual risk scores;

· details of the actions required to manage the risk;

· individual responsible for overall management of the risk;

· details of any resources required to manage the risk;

· timescales for risk review.
Risk assessors should include the following information asset threats in their review:

· Physical damage

· Natural events

· Loss of essential services

· Compromise of information

· Technical failures

· Unauthorised actions

· Compromised functions.

Approval of Risk Assessments
All completed risk assessments and action plans should be sent to the ICT Governance Compliance Manager for review, who will process them on behalf of the Senior Risk Owner (SIRO).

Once approved by the Governance Compliance Manager/SIRO, risks will be logged as follows:
· amber or above will be logged on the SIRO Risk Register, and reviewed on a monthly basis

· red will immediately be transferred to the Trust Corporate Risk Register, and a report sent to Executive Directors’ Committee.

The SIRO will provide a bi-annual report about the Information Security and Risk Management to Information Governance Committee, and an annual report to the Executive Directors’ Committee.
6.4  Assurance and Incident Management

BS NHS 25999-1:2009 defines an ‘incident’ as a ‘situation that might be, or could lead to, a business disruption, loss, emergency or crisis’. Any breech of legislation or best practice guidance should also be considered as incident and treated accordingly.
All information security incidents should be reported by following the Trust’s Incident Reporting Procedure and should be logged on the Trust Datix System.

Further information about incident reporting can be found in the Incident Reporting Policy and Procedure.
Information security incidents are reviewed by the Trust’s Information Governance Manager, in accordance with the Incident Reporting Policy, and reported to Information Governance Committee on a bi-monthly basis.
6.5  Information Assets: Access Controls and Controls Functionality

6.5.1
System Level Security Policy/Access Control Policy and Operating Procedures
Each key information asset should have a system level security policy that contains standards regarding its access control. This policy, which is the responsibility of the information asset owner, should contain information about:
	1. System Security Requirements – to include the level and type of access controls, location of hardware associated with the system, and type of date held.

2. A risk assessment identifying possible risks to the information held on the system, and impact on Trust business operations.

3. Standards for information dissemination, for example dissemination based on a need to know basis or authorisation to data based on user profiles.

4. Consistency between the access control and any information classification policies of different systems.

5. Relevant legislation and any contractual obligations regarding protection of access to data or services, including reference to Data Protection Act (1988), Freedom of Information Act (2000), Computer Misuse Act (1990).

6. Standard user access profiles for common job roles, based on business need.

7. Management of access rights in a distributed and networked environment which recognises all types of connections available. The policy should take account of the ways users can get access to the system, for example local workstations only, any networked workstation, remote access, wireless.

8. Segregation of access control roles that ensure that no single member of staff is able to authorise all access.

9. Process for formal authorisation of access requests. Information Asset Owners should ensure that a written procedure exists detailing how to apply for access and how the requests are processed.

10. Requirements for periodic review of access controls, to ensure that user accounts remain appropriate.

11. Documented procedures about the removal of access rights.

12. Forensic readiness policy. Assurance that the system is able to provide admissible digital evidence if required by an investigation or legal proceedings.




Documented operating procedures/training manuals must be developed for all information assets and should be available for all users of the specific information assets, as part of a user training programme.

It is essential that these procedures are kept up to date, to reflect any implications of changes to hardware/software or working methods.

The operating procedures should become part of the Information Asset Register (Trust) when ratified, and will be reviewed by the Information Asset Register Manager annually.

6.5.2
Secure Logon Procedures

All computer systems should have a logon authentication procedure that includes a unique user ID and password. 

The following logon features should be considered:
· System/application identifiers should not be displayed until the logon procedure has been successfully completed.
· A ‘pop up’ window to prime screen use warning that the workstation should only be accessed by authorised users.
· No indication of which part of the logon information is incorrect.
· A limit of three unsuccessful attempts before locking users out.
· A limit for the maximum time allowed for logon.
· The system should record the date and time of successful logons linked to workstation identity.
· The password being entered is not displayed in clear text.
· Passwords should not be transmitted in clear text over the network.
· Systems should enforce password changes over a period of time.

6.5.3
Identifying and Authenticating Users

In order to facilitate and operate effective access control and audit functions it should be possible to:
· Uniquely identify all users of an information asset

· Group Identities/Generic Log Ons should only be approved if absolutely necessary and if approved by the Information Asset Owner in writing

· Where group identitities are used a record of those users with access to the group should be held.
6.5.4
Password Management System

Password management systems are used to establish rules concerning the use of passwords in the system. The Information Asset owner should establish the rules, which will then be implemented by the system administrator (information asset administrator).
The following criteria should be considered by the administrator:

· Is it necessary to use group passwords on the system? Any group password usage will require approval by the ICT Governance Compliance Manager.

· Do users have to change their initial password (issued by the system administrator)? Users should be encouraged to set their own password, as it will usually be based on something they can remember.

· Are web browsers configured to prevent the recording of website passwords when logging in to web based applications? Recording of website passwords renders the password ineffective as a security measure. Passwords are therefore best if manually entered by the user at each login to be effective.

· Does the system log user passwords and prevent re-use? Repetitive re-use of passwords weakens the effectiveness of the password and should be avoided.

· Can users change their own passwords when they wish? This function increases security as users can change their password if they feel their current one has been compromised.

· Are complex passwords required? Simple passwords (less than 6 characters, number or letter only, repeated use) pose a threat to the system. Alphanumeric passwords of 6 characters or more should be considered for any system.

· Are periodic password changes enforced? A maximum period of three months between enforced changes is the norm for most systems.
· Are passwords displayed on the screen when being entered? Displayed password can obviously be seen by others and pose a security threat. Most systems now display only asterisks when characters are entered and some systems do not display anything. One of these latter rules should be implemented.

· Are passwords stored separately from the application system data? Hackers normally search application sub-folders to locate password files. Therefore every care should be taken to store passwords in protected network folders. Advice on protecting password files and illustrations of vulnerabilities in named application password file storage is on the CERT website.

· Are passwords stored or transmitted in encrypted or hashed form? All passwords should be stored or transmitted using encryption or hashed.

6.5.5
Use of System Utilities

Some systems may include higher level accounts/security access groups that can override normal controls. The Information Asset Owner (or the delegated system owner or individual with equivalent responsibilities) will ensure that all system accounts are identified, disabled where necessary, and access using the system strictly controlled.

6.5.6
Session Time Out

Some systems incorporate time-outs that clear a session screen if activity has not taken place for a pre-determined time. On sensitive systems the connection with the application/network is also terminated. The Information Asset Owner (or person delegated to hold system responsibility) will ensure that a time-out assessment has taken place and suitable rules put in place.

6.5.7
Limitation of Connection Time

Some systems restrict user sessions to time slots, for example the system can only be used between 0900 and 1300 hours. Others utilise maximum session periods, for example remote access sessions last for 4 hours and are then terminated. Information Asset Owners/Administrators should consider whether limited connection time is appropriate.
6.5.8
Information Access Restrictions

The integrity and availability of information is obviously important and should be considered by the Information Asset Owner (or delegated to the Information Asset Administrator). The ‘need to know’ principle of access should be supplemented with additional controls for altering or deleting information. File storage systems should be constructed with these criteria in mind, as in many cases, access to a folder allows the user to view, alter, copy and delete files in the folder (and Sub folders) unless they are protected.

6.5.9
Sensitive System Isolation

Systems holding data that is considered sensitive should be physically and logically protected from unauthorised access.

Patient/service user, personnel and financial data are all considered sensitive due to legislation, for example the Data Protection Act (1998) or commercial considerations. Systemic weaknesses in a system that does not contain sensitive data can lead to malicious code being transmitted to systems that do not include sensitive data. Therefore, these criteria should be considered during the risk assessment for the system.

6.5.10
Legitimate Relationships
Legitimate relationships are a relatively new concept implemented in the NHS, arising from the development of the NHS Care Records System. Legitimate relationships control that has authorised access to a patient’s electronic care record.

The establishment of legitimate relationships is required where the Trust is preparing to link to the National Spine with the NHS CRS.

Standards for the assignment of staff to workgroups in the Trust can be found in Registration Authority Operation Policy.
6.5.11
User Access Management

The Trust uses a wide range of locally based information systems; from office electronic file storage to specialist departmental databases. Some systems may allow all members of staff access whilst others restrict access to particular personnel.

It is essential that effective access management systems are in place for all systems, in order to prevent unauthorised access, loss or corruption of data, the introduction of malicious or unauthorised codes, and the abuse of access rights.

This standard applies equally to locally managed systems which process personnel data and to those that do not.

Although the Trust is moving towards electronic systems paper-base, audio and video tape continues to be used, especially at departmental level. Regardless of media type, it is best practice that only authorised users should have access to these systems.

6.5.12
User Registration

The Information Asset Owner responsible for a system should be identified in the system level security policy. The policy should also identify the need for a formal registration/deregistration procedure, with restricted access for registering /deregistering users.

The registration process should ensure that the system can reliably identify the user. User authentication can vary in complexity depending on the sensitivity of the data to which the user may have access or depending upon the criticality of the system to Trust business

Computer system users should have a unique log on identity (ID), with a system and /or application log that shows logon/off times and activity.

Group Identities/ Generic Log Ons should only be used if authorised by the ICT Governance Compliance Manager.

Users’ rights should reflect the business needs of the user. For example some users may only need to view data, but not need to change or add to it. The system administrator should establish user profiles and manage user rights based on the ‘need to know’ criteria.

Users should acknowledge (digitally or in writing) ‘acceptable terms of use’ documentation or similar as part of the registration process. This should explain user rights in unambiguous terms and users should sign to acknowledge they have read, understood and agree to these terms.
User training documentation, guidance and the provision of user training sessions should be an integral part of the user registration process.

The Information Asset Owner (or Information Asset Administrator) if given responsibility) should ensure that effective procedures are in place for deregistering users who no longer need access to the system. This includes people who no longer work for the organisation or have changed jobs. For deregistration to work effectively, the IAA (IAO) should establish a formal agreement with the Human Resources Directorate to ensure that the latter provides timely details of the leavers and movers to the former. This is especially important in the case of systems that include users from a range of departments, or in larger departments where the administrator is not routinely aware of user changes.

A procedure should be available for temporarily suspending user accounts. This procedure may apply to those that have lost their log-on credentials, are suspected of misusing the system or are on long term sick leave/ leave of absence.

6.5.13
Privilege Management

System and database administrators/ managers will typically have special access rights that allow them to view and correct system data as part of a system’s maintenance or potentially to amend data that other users have entered in error. This constitutes the basis of privilege management (also known as privileged users or superusers). Information Asset Owners (or people with delegated responsibilities) should ensure that such high privilege user accounts can be fully identified and that their actions can be auditted
6.5.14
User Password Management

Use identification is the common means by which a user is identified to the system and therefore associated password creation, distribution and use should be strictly controlled. 
If a password is being distributed electronically then it may be encrypted (this allows either an existing secure interface or an additional exchange process to allow the password to be decrypted by the intended users).
Systems should be configured to ensure that initial passwords issued to users have to be changed during the system’s first access and regularly thereafter.

User passwords should be robust. As a minimum, passwords should:

· be no fewer than 6 characters

· be alphanumeric (mixture of letters, numbers and special characters (e.g. 5a!!AcY)
· be non-consecutive, (e.g. Pa55wOrD1 followed by Pa55OrD2 would not be allowed)

· have minimum enforced change periods established.

Systems users should be issued with written guidance on password confidentiality, construction, changing, storage and what to do if they forget a password. The guidance should also include instructions for reporting suspected password/identity misuse or the theft or the loss of log-on devices.
6.5.15 Review of User Access Rights

The Local Information Asset Owner (or Information Asset Administrator with delegated responsibility) should ensure that a written procedure is developed to regularly review all system user access rights. The review should be used to ensure users remain active and their access rights are allocated correctly. Six months is the recommended maximum period between such reviews although access reviews are best undertaken on a frequent basis and may be aligned with staff recruitment or movement cycles.

6.5.16
Social Networking and Blogging

There may be a requirement that some staff need to access social networking type services at Trust premises. Where such services are locally required, care must be taken to ensure that the information risks and management implications are appropriately considered. The Trust position is to restrict access unless a request for access is verified.
6.5.17
Unattended user Equipment and Data

A ‘clear desk and screen’ standard should be adopted for all systems to ensure that data is protected from unauthorised access. Local Information Asset Owners (or other staff with delegated responsibility) should ensure that this standard is written into their local system level security policy/procedures and training modules.

Users should lock access to their workstations when they are not using them at periods during the day, through the use of a password screensaver and/or by removing any provided access management device such as a Smartcard. Local guidance on the mechanisms to be used should be provided locally.

Paper and other media should also be locked away when not in use. This is especially important for media that contains personal details or other sensitive information.

Fax machines should be located so that unauthorised users cannot see data sent to the machine. Further information about the security of information transfers can be reviewed in the Safe Haven Procedure.
Photocopiers and other multi-function office systems should be secured so that only authorised personnel may use them, for example password access systems. Digital copiers containing hard drives should be controlled in the same manner as required for other digital media, e.g. secure disposal.
6.6  Business Continuity Management
Business continuity is a core component of corporate risk management and emergency planning. Its purpose is to counteract or minimise interruptions to an organisation’s business activities from the effects of major failures or disruption to its Information Assets (e.g. data, data processing, facilities and communications).
Business Continuity Management (BCM) describes the  Trust’s attempt to predict, assess and counteract threats and risks that may cause or lead to significant disruption of all or part of the organisation’s business functions. BCM examines the likelihood and impact of such disruptive events occurring, determines what the organisation can to do prevent or minimise the level of disruption and develop plans to affect systematic and timely recovery.

The Trust’s Business Continuity Policy specifies the standards for business continuity management across the Trust.
Identified Information Asset Owners (or alternatively delegated Information Asset Administrators) must ensure that they analyse the effect that particular disruptions might have on their information asset and link these into their risk assessment.

The Information Security Manager (ICT Governance Compliance Manager) will liaise will IAOs and the organisation’s business continuity lead to ensure that information security elements are considered and reviewed in Business Continuity Plans (BCPs).

6.6.1
Testing and Review

Business Continuity Plans should include information about how the plan will be tested. BCPs should be regularly tested and the outcomes documented through simulation exercises with plans refined or updated where necessary.
A review group should be established by each IAO (or individual with delegated responsibility) to review, coordinate and test the BCP. A regular review and testing schedule will be established, with both being conducted on an annual basis (minimum). Intermediate reviews should also be carried out following significant system changes, significant incidents, relocation of facilities and staff reorganisation.

Wherever practical an independent audit team should be used to assess the suitability of BCP plans to meet the Trust’s business objectives.

6.6.2
Service Specific (Information Asset) Operation Measures
In addition to the Business Continuity Management overall programme the IAO (or equivalent) should identify measures to avoid or limit service-specific disruption of their business process. These measures should include:
1. Integrity and Availability of Data

2. Information Backup

3. Input Data – Validation

4. Control of Internal Processing.

6.6.2.1
Integrity and availability of data

The nominated individuals responsible for the protection of specific Information Assets (e.g. IAOs) must ensure that business data and software applications of their information assets are regularly backed up and tested using the system supplier’s recommended technology and configuration.
IAOs (or equivalent) must develop a risk-based back-up strategy that documents the procedures to be followed for each relevant information asset.
When the services of third party suppliers are used for data backup the IAO should ensure that arrangements conform to the Trust’s information security and risk standards and the system supplier’s recommended practices.

6.6.2.2
Information Backup

Business data is that data entered into one of the Trust’s information assets, such as personal data or other files created and saved by users. Networked data is that stored on servers and should normally be backed up on a daily basis as a minimum by the system administrator or through automatic process. 

Backup media for the previous week (or as locally agreed) should be compiled and stored securely, at a suitably controlled remote location to the server from which it was created. Consideration should be given to storing media in a different building or site to ensure it is protected if the location where the server is located is damaged thereby causing disruption or unavailability.

The back-up requirements may vary for different systems, therefore, it is a local decision for the IAOs (or equivalent). However, the Trust recommends that a month’s worth of data should be compiled and stored securely at a different location from the server.

The weekly and monthly storage media should be stored to protect them from unauthorised access and environmental threats such as heat, cold, magnetic fields and liquids. All media should be clearly marked to show the date the information was captured, the origin of the data and that it has been tested as reusable.
Instructions for backup should be made available in writing and more than one person should know how to carry out the backup and restore. A log should be kept of all start and finish times of backups, failed attempts and remedial actions, who carried out the backup and who has access to the media.

Media should only be used for the period recommended by the system supplier. It should be regularly tested to ensure that the data can be successfully recovered within the systems operational configuration. Redundant media should be securely destroyed using industrial strength tools.

Information that is not accessible from a network should be backed up on a daily basis and the media clearly labelled with the name of the responsible owner and stored securely. It is particularly important that individuals with data stored on individual work stations are aware of this and ensure that data is saved. Where possible data should be saved on networked servers and no critical/sensitive data should be stored on stand-alone equipment. 
Local workstations should be configured so that a network drive is set as the default for the storage of data, rather than a local folder on the computer itself, such a ‘My Documents’ in Microsoft windows environments.

6.6.2.3
Input Data – Validation
Authentic data input is the responsibility of the person inputting the data supported by their line manager. All systems will include validation processes at data input to check in full or in part the acceptability of the data.

Systems owners should report all data errors together with a helpful reason for the error or rejection to facilitate its correction. Error correction should be done at the source of input as soon as it is detected. 

Any loss or corruption of data should be reported immediately to the relevant IAO (or equivalent), and system administrator where present who should report the incident in accordance with the Trust Incident Reporting Procedure.

6.6.2.4
Control of Internal Processing

.
All new systems must include controls that check for data corruption which has resulted from processing errors or other possibly deliberate acts. These controls should include:

· functions that are used to implement changes to existing information

· procedures to prevent programs running in the wrong order or running after the failure of a prior process

· programs to recover from failures

· protection against attacks that use buffer overruns/overflows

· error logging and reporting

· Protection from misuse of ‘on-line’ registration functionality.
Within systems that process highly structured data, functions should be included to check the consistency of the data. Where a high level of integrity is essential, systems should carry out cross-checking between identical records stored in alternative repositories and/or carry out some form of checklist to ensure continued data integrity. Integrity of data transmission can be assured by using cryptographic techniques but the validity of the data will depend upon checks carried out at input.

In some instances it may be necessary to institute manual processes such as batch testing in order to provide a level of assurance to the validity of the data entering, processed and output of a system. The responsibilities of the system users with respect to checking data validity at input and output should be considered and defined. All user training should emphasise the importance of inputting accurate data.
6.6.3
Staff Awareness

Relevant information should be communicated to all staff to ensure that they are fully aware of business continuity plans and service specific procedures which affect them and their specific role in the recovery process. Testing and training needs to be conducted to ensure that staff know what to do if business continuity plans are activated.
6.7  Preventing Disruptions to Information Processing
Protection of equipment (including that used off site) is necessary to reduce the risk of unauthorised access to data and to protect against loss, damage, theft or compromise of Information Assets that would disrupt the organisation’s activities. Consideration should also be given to equipment siting. Special controls may be required to protect against physical threats, and to safeguard facilities, such as electrical supply and cabling infrastructure.

Power failures, water and fire damage, theft, electromagnetic radiation, explosions, vandalism and simple human error, such as unplugging a file server, are all causes of data processing/service disruptions.

Information Asset Owners should ensure they risk assess these threats to their information asset (see section 6.3) and:

· establish suitable countermeasures

· document the countermeasures on the risk assessment form.

The individual responsible for the protection of the information asset should ensure that threats to services provided by third parties, or outsourced services, are taken into account within contracts and suitable controls and reporting procedures are put into place.

Disasters Recovery Planning
In the case of severe disasters (fire, flood, explosion etc) it may not be possible to operate systems from their normal locations. Therefore, it is essential that data processing continuity plans consider alternative accommodation to continue operations. Temporary accommodations on another site, facilities provided by a third party, or mobile processing facilities are all alternatives that should be considered.

Information Asset Owners (or Information Asset Administrators with delegated responsibility) should ensure that plans are in place to deal with such disaster scenarios. Standards for information asset disaster recovery planning can be found in the Trust Information Asset Disaster Recovery Policy and planning template.
6.8  Prevention and Detection of Malicious and Unauthorised Mobile Code
Software and computerised information processing facilities are vulnerable to the introduction and spread of malicious code, such as computerised viruses, network worms, Trojan horses, logic bombs and spyware. Users must be made aware of the dangers of unauthorised or malicious code.

Information Asset Owners (or those with equivalent responsibilities) should ensure appropriate controls exist to detect or prevent its introduction or spread. In particular, it is essential that effective precautions be taken to prevent, detect and remove malicious code and control mobile code. 

Functionality
Systems under control of the Trust should be assessed to ensure that there is sufficient protection against the following:

· Malicious code
· Mobile code.

Safeguards
Anti-virus software is the first defence against malicious or mobile code but is only as good as the last update. New viruses are being produced daily so anti-virus software updates should be made frequently.

The ICT Directorate must apply these updates to all workstations, whether they are active or not. The process should be automated and should not rely on users updating on individual workstations.

Spyware

Anti-virus software is not a reliable means of protecting against spyware. Spyware is any technology that is used to gather information about a user or their organisation, without their informed consent.
The Technical Services Manager should ensure that appropriate protection is put in place and its effectiveness verified.

Limiting opportunity for users to introduce (inadvertently or otherwise) malicious code can be achieved through the introduction of thin client equipment. That is, workstations that have no drives that allow the user to copy files from external media on to the network.

All media from external sources should be checked and approved as fit for purpose before being used by the ICT Approval Group (see section 6.2 for information about the process that should be followed). An inventory of all approved media should be maintained by the Technical Services Department.
Software Management Systems

Controls should be introduced to prevent the downloading of particular types of files or the introduction of software without permission of the ICT Directorate. Examples of software would include EBAY, myspace and mp3. The Technical Services Team will review the control of file types in the light of new anti-virus updates.

The Trust should ensure that it uses a management system that automatically alerts appropriate ICT personnel to suspected malicious and unauthorised mobile code. Systems that identify the workstation or user account, mode of entry, time of entry and name of suspect file should be used, maintained and set in fully functional mode, i.e., not switched off.

Users must be trained on procedures for identifying and reporting suspected malicious or unauthorised mobile code. Instances should be reported to the Technical Services Helpdesk.
6.9  Security of Communication Networks
The secure operation of our networks, which span the Trust’s boundaries and beyond, requires that careful consideration be given to the management, data flows, legal implications, monitoring and protection. Additional controls are also required to protect sensitive information passing over public networks.

Information Asset: Network Controls

Network controls should exist to protect the local network from threats to its components. This includes the systems and applications using the network, as well as the information passing through it, and the level of access permitted. To ensure good network security the following standards should be followed:

· A Network Security Manager is assigned responsibility for network security across the Trust. This network operational management responsibility should be separated from desktop computer operations. 
· Procedures should be established for the management of remote equipment owned by the organisation. The Portable Devices Policy set the standards for remote equipment and includes portable and fixed remote equipment.
· Controls should be established to protect the confidentiality and integrity of data passing over public (e.g. World Wide Web) or wireless networks.
· Relevant network activity should be logged and monitored only on request of a manager with Human Resource support.
Security of Network Services 
Network services should be subject to service level agreements or contracts, and the security features for the service identified, with the responsibility for maintenance, monitoring and reviewing of security features agreed by the nominated IAO (or individual with equivalent responsibilities). The Trust should ensure that it includes the right to audit the services provided as part of the agreement.

Security features should be identified through risk assessment processes and subject to regular review and where necessary refinement. Typical security features to be considered include:

· Authentication, encryption and network controls

· Technical parameters required for secure network connections

· Access approval, restriction and revocation procedures.

· Anti-virus/malicious code detection, removal and prevention procedures

· Environmental controls to protect network equipment, i.e. from fire, flood.

Where the network connects to the NHS national network (N3) it is essential that the information security management standard applied to the local networks are sufficient to prevent onward threats arising to the N3 or information assets of other connected organisations.
6.10 Security of Remote Working and Mobile Computing

Standards for the use of portable devices and mobile computing equipment are available in the Portable Devices Policy. 
6.11 Pseudonymisation and Anonymisation

A fundamental principle of the Data Protection Act (1998) is to use the minimum personal data to satisfy a purpose and to strip out information relating to a data subject that is not necessary for the particular processing being undertaken. This principle is aligned with the Caldicott Principles familiar to NHS and Social Care organisations and is supported by both common law confidentiality obligations and the Human Rights Act (1998) which provides a privacy right for individuals.
Information asset owners (or equivalent) should identify patient level data that is used for purposes other than direct patient care, including local flows between the Trust and other organisations, as well as data extracted from the Secondary Uses Services.

Appropriate changes should be made to processes where data is used for secondary purposes, ensuring that personal data is pseudonymised/anonymised,
In relevant areas staff should be trained to use pseudonymised/anonymised data.
7.
Responsibilities 
This section sets out the roles and responsibilities of individuals and committees in ensuring compliance and monitoring of this policy.
7.1
Individual Responsibilities

Chief Executive

The Chief Executive is the Accounting Officer of the Trust and has overall accountability and responsibility for Information Governance. They are required to provide assurance, through the Statement of Internal Controls, that all risks to the Trust, including those relating to information, are effectively managed and mitigated. The Chief Executive delegates operational responsibility for Information Asset Management to the Chief Information Officer/ Senior Information Risk Owner/ Director of ICT.
Director of Safety and Governance 
The Director of Safety and Governance is responsible for overseeing the work of the Information Governance Department at the Trust and the Trust’s Corporate Information Governance Framework. He/she also has responsibility in their capacity as Caldicott Guardian for ensuring the appropriate disclosure of patient information and where required will become directly involved with the decision to disclose or withhold information.

Senior Information Risk Owner (SIRO)
The SIRO acts as an advocate for information risk on the Board/Executive Directors’ Committee and in internal discussions, and will provide written advice to the Accounting Officer on the content of the annual Statement of Internal Control (SIC) in regard to information risk.

Their key responsibilities are to:

· Oversee the development of an Information Risk Policy and a Strategy for implementing the policy within the existing Information Governance Framework.
· Review and agree action in respect of identified information risks.
· Ensure that the Trust’s approach to information risk is effective in terms of resource, commitment and execution and that this is communicated to all staff.
· Provide a focal point for the resolution and or/discussion of information risk issues.

· Report to the Information Governance Committee bi-annually.

· Report to Executive Directors’ Committee on an annual basis.
The SIRO will be required to successfully complete strategic information risk management training at least annually.

Director of ICT

The Director of ICT is responsible for ensuring that regulations are in place to maintain the security of all electronically stored information, outlining security responsibilities of management and staff. 

He/she is also responsible for the management of ICT and the medical records infrastructure, (including creation, storage, tracking and retrieval, access and disclosure, transfer, appraisal, retention and disposal) where it applies to the ICT and Medical Records Library. 
ICT Governance Compliance Manager/Information Security Manager

The ICT Governance Compliance Manager/Information Security Manager is responsible for ensuring the information asset owners of critical business systems meet all the information security and risk management standards.

They are responsible for:

· training and developing information asset owners/administrators
· supporting the development of necessary local system level security policies and operating procedures/training manuals
· completion of an annual audit of Trust standards.

Information Governance Manager
The Information Governance Manager is the designated management advisor for the Trust, and has responsibility for:

· ensuring that the Trust complies with developments in national guidance relating to Information Governance

· providing advice and support to operational staff responsible for records management,

· identifying areas of risk

· maintenance of a register of locally held records.
Executive Directors
All Executive Directors are responsible for appointing Information Asset Owners within their Directorates, and for ensuring that the IAO(s) meet the information security and risk standards for their specific information asset(s). 
Information Asset Owners (IAOs)
For information risk, Information Asset Owners (IAOs) are directly accountable to the SIRO and will provide assurance that information risk is being managed effectively for their assigned information assets. In the Trust the IAOs are assisted in their roles by Information Asset Administrators (or people with equivalent responsibilities, often known as System Administrators) who have day to day responsibility for the management of information risks affecting one or more assets.

Information Asset Owners should be aware of what information is held and the nature of and justification for information flows to and from assets for which they are responsible.

The IAO should also understand the scope and boundaries of their assigned information asset(s), their approved purposes, who the users of the assets are and what their requirements for guidance and training may be, the criticality of the assets to the Trust, their dependency on other assets, and which other assets are dependent on them.

Group Operations Director/Outpatient Managers
The Group Operations Director through his/her managers has responsibilities for the group operational department:
· data quality

· validation of data.
Operations Managers 

Operations Managers are responsible for ensuring that staff in their teams meet the information security standards in the Trust.
All Staff 

All Trust staff, whether clinical or administrative, who create, receive and use information have responsibilities for the information security and quality of that information.  
7.2   Committee Responsibilities

Trust Governance and Risk Committee
The Governance and Risk Committee is responsible for overseeing the Trust Information Governance Framework on behalf of the Trust Board, and ensuring this framework is coordinated and appropriately reflected in the Trusts overall governance and risk arrangements. It will delegate operational responsibility for the delivery of information security and risk management to responsible Executive Directors.

Information Governance Committee

The Information Governance Committee will oversee implementation of the policy. This Committee is responsible for:

· ensuring that individual directorates responsible for information security of information assets ensure that they meet the required standards and undertake a full programme of Information Security activities, including audit, monitoring and reporting to the SIRO
· receiving bi-annual Information Security reports from the SIRO.
8.
Training Requirements
Senior Information Risk Owner (SIRO)
The SIRO will be required to successfully complete strategic information risk management training at least annually. This training will be organised by the ICT Governance Compliance Manager.

ICT Governance Compliance Manager/Information Security Manager
Professional certification in one or more information security competencies is desirable:

· CISSP

· CISM

· CISA

· BCS ISEB.

Information Asset Owners/Information Asset Administrators

Completion of an induction session – Roles and Responsibilities of an IAO/IAA

Community of Practice – IAA. Quarterly meeting

9. Compliance and Monitoring
The individual Trust policies referred to in this policy have their own monitoring arrangements which are published as a part of each policy, these are mapped in Attachment 1.

Compliance with the aims and objectives of this policy will be monitored by the ICT Governance Compliance Manager on an annual basis.
The Trust’s Information Governance Manager will be responsible for managing these monitoring arrangements and will report instances of non-compliance and the associated risks and issues to the Head of Safety and Governance, and the Information Governance Committee for action.

Attachment 1: Information Security and Risk Management Standards – Monitoring/Audit Arrangements
	Std. No.
	Standard
	Requirement IAO
	Timescale
	Audit Arrangements
	Reporting Arrangements
	Committee/

Frequency

	6.1
	Registering information assets
	Registration template with supporting documents
	Annually as a minimum or when a change is required
	Annually audit following submission of template. ICT Governance Compliance Manager. 
	SIRO Report
	IG – bi-annually

ED - annually

	6.2
	Creation/development of information assets
	Submission of documentation if a change required
	As required
	Annual audit of approval process, and documentation. Internal Audit)
	Internal Audit Report – IG Toolkit
	IG - annually

	6.3
	Risk Assessment and Management
	Risk register entry for information asset
	Annually as a minimum
	Annual audit following receipt of risk register templates (SIRO Report – IG Committee)
	SIRO Report
	IG – bi-annually

ED - annually

	6.4
	Assurance and Incident Management
	To ensure all information asset related incidents are reported
	As required
	Bi-monthly audit of incidents reported by Information Governance Manager to Information Governance Committee
	IG Manager Report
	IG – Bi-monthly

	6.5
	Access Controls and Controls Functionality
	System Level Security Policy
	Annual review. Reregistration
	Annually audit following submission of template. ICT Governance Compliance Manager.
	SIRO Report
	IG – bi-annually

ED - annually

	6.6
	Business Continuity Management
	BCP in place which has been reviewed. Re registration. Compliance with testing/training arrangements
	Annual review. Reregistration
	Annually audit following submission of template. ICT Governance Compliance Manager.
	SIRO Report
	IG – bi-annually

ED - annually

	6.7
	Preventing Disruptions to Information Process
	Risk Register (see 6.3)

Disaster Recovery Plan in place.
	Annual review. Reregistration
	Annually audit following submission of template. ICT Governance Compliance Manager.
	SIRO Report
	IG – bi-annually

ED - annually

	6.8
	Prevention and detection of malicious and unauthorized mobile code
	Annual review of controls
	Annual review. Reregistration
	Annually audit following submission of template. ICT Governance Compliance Manager.
	SIRO Report
	IG – bi-annually

ED - annually

	6.9
	Security of communication networks
	Annual review of controls
	Annual review. Reregistration
	Annually audit following submission of template. ICT Governance Compliance Manager.
	SIRO Report
	IG – bi-annually

ED - annually

	6.10
	Security of remote working and mobile computing
	Annual review of Policy
	Annual review. Reregistration
	Annually audit following submission of template. ICT Governance Compliance Manager.
	SIRO Report
	IG – bi-annually

ED - annually

	6.11
	Pseudonymisation and anonymisation
	Identification through Information Flow Mapping exercise
	Annual review. Reregistration
	Annually audit following submission of template. ICT Governance Compliance Manager.
	SIRO Report
	IG – bi-annually

ED - annually

	6.12
	Implementation of new information assets
	Post implementation review
	Registration
	Annually audit following submission of template. ICT Governance Compliance Manager. 
	SIRO Report
	IG – bi-annually

ED - annually

	6.13
	Operating procedures/training manuals
	Registration template with supporting documents
	Annually as a minimum or when a change is required
	Annually audit following submission of template. ICT Governance Compliance Manager. 
	SIRO Report
	IG – bi-annually

ED - annually
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Attachment 2: Legal and Professional Obligations
· The Abortion Regulations 1991 

· The Access to Health Records Act 1990 

· The Access to Medical Reports Act 1988 

· Administrative Law 

· The Blood Safety and Quality Regulations 2005 

· Directive 2002/98/EC of the European Parliament and of the Council of 27 January 2003 

· Commission Directive 2005/61/EC of 30 September 2005 

· The Census (Confidentiality) Act 1991 

· The Civil Evidence Act 1995 

· The Common Law Duty of Confidentiality 

· The Computer Misuse Act 1990 

· The Congenital Disabilities (Civil Liability) Act 1976 

· The Consumer Protection Act (CPA) 1987 

· The Control of Substances Hazardous to Health Regulations 2002 

· The Copyright, Designs and Patents Acts 1990 

· The Crime and Disorder Act 1998 

· The Data Protection Act (DPA) 1998 

· The Data Protection (Processing of Sensitive Personal Data) Order 2000 

· Directive 2001/83/EC of the European Parliament and of the Council of 6 November 2001 on the Community Code Relating to Medicinal Products for Human Use 

· The Disclosure of Adoption Information Regulations 2005 

· The Electronic Communications Act 2000 

· The Environmental Information Regulations 2004 

· The Freedom of Information Act (FOIA) 2000 

· The Gender Recognition Act 2004 

· The Gender Recognition (Disclosure of Information) (England, Wales and Northern Ireland) (No. 2) Order 2005 

· The Health and Safety at Work Act 1974 

· The Health and Social Care Act 2001 

· The Human Fertilisation and Embryology Act 1990, as Amended by the Human Fertilisation and Embryology (Disclosure of Information) Act 1992 

· The Human Rights Act 1998 

· The Limitation Act 1980 

· The NHS Trusts and Primary Care Trusts (Sexually Transmitted Diseases) Directions 2000 

· The Police and Criminal Evidence (PACE) Act 1984 

· The Privacy and Electronic Communications (EC Directive) Regulations 2003 

· Public Health (Control of Diseases) Act 1984 and Public Health (Infectious Diseases) Regulations 1988 

· The Public Interest Disclosure Act 1998 

· The Public Records Act 1958 

· The Radioactive Substances Act 1993 

· The High-activity Sealed Radioactive Sources and Orphan Sources Regulations 

· The Re-use of Public Sector Information Regulations 2005 

· The Sexual Offences (Amendment) Act 1976 Subsection 4(1) as Amended by the Criminal Justice Act 1988 

Relevant Standards and Guidelines
· BS 10008 
· BSI PD 5000 
· BS 4743 
· BS 5454:2000 
· BS ISO/IEC 17799:2005 BS ISO/IEC 27001:2005

· BS 7799-2:2005 
· ISO 15489 
· ISO 19005 
· The NHS Information Governance Toolkit v0.8
Professional Codes of Conduct
· The General Medical Council 
· The Nursing and Midwifery Council Code of Professional Conduct 
· The Chartered Society of Physiotherapy: Rules of Professional Conduct 
· General Social Care Council: Codes of Practice for Social Care Workers and Employers 
· Information on Ethical Practice 
· Nursing and Midwifery Council Guidance on Record Keeping 01.05 
· Midwives’ Rules and Standards – NMC Standards 05.04 

[image: image4.jpg]NHS Foundation Trust

HEART of
NHS! ENGLAND




Attachment 3: Equality and Diversity - Policy Screening Checklist
	Policy Title:  Information Security and Risk Management Policy
	Directorate:  Senior Information Risk Owner’s Office

	Name of person/s auditing/developing/authoring a policy/service: ICT Governance Compliance Manager

	Aims/Objectives of policy/service: Standards for information security and risk management


	Policy Content: 

· For each of the following check the policy/service is sensitive to people of different age, ethnicity, gender, disability, religion or belief, and sexual orientation? 

· The checklists below will help you to see any strengths and/or highlight improvements required to ensure that the policy/service is compliant with equality legislation.


	1. Check for DIRECT discrimination against any group of SERVICE USERS:

	Question: Does your policy/service contain any statements/functions which may exclude people from using the services who otherwise meet the criteria under the grounds of:
	Response
	Action required
	Resource implication

	
	Yes
	No
	Yes
	No
	Yes
	No

	1.1
	Age?
	
	(
	
	
	
	

	1.2
	Gender (Male, Female and Transsexual)?
	
	(
	
	
	
	

	1.3
	Disability?
	
	(
	
	
	
	

	1.4
	Race or Ethnicity?
	
	(
	
	
	
	

	1.5
	Religious, Spiritual belief (including other belief)?
	
	(
	
	
	
	

	1.6
	Sexual Orientation?
	
	(
	
	
	
	

	1.7
	Human Rights:  Freedom of Information/Data Protection
	
	(
	
	
	
	

	If yes is answered to any of the above items the policy/service may be considered discriminatory and requires review and further work to ensure compliance with legislation.

	2. Check for INDIRECT discrimination against any group of SERVICE USERS:

	Question: Does your policy/service contain any statements/functions which may exclude employees from operating the under the grounds of:
	Response
	Action required
	Resource implication

	
	Yes
	No
	Yes
	No
	Yes
	No

	2.1
	Age?
	
	(
	
	
	
	

	2.2
	Gender (Male, Female and Transsexual)?
	
	(
	
	
	
	

	2.3
	Disability?
	
	(
	
	
	
	

	2.4
	Race or Ethnicity?
	
	(
	
	
	
	

	2.5
	Religious, Spiritual belief (including other belief)?
	
	(
	
	
	
	

	2.6
	Sexual Orientation?
	
	(
	
	
	
	

	2.7
	Human Rights:  Freedom of Information/Data Protection
	
	(
	
	
	
	

	If yes is answered to any of the above items the policy/service may be considered discriminatory and requires review and further work to ensure compliance with legislation.

	TOTAL NUMBER OF ITEMS ANSWERED ‘YES’ INDICATING DIRECT DISCRIMINATION = 0

	3. Check for DIRECT discrimination against any group relating to EMPLOYEES:

	Question: Does your policy/service contain any conditions or requirements which are applied equally to everyone, but disadvantage particular persons’ because they cannot comply due to:
	Response
	Action required
	Resource implication

	
	Yes
	No
	Yes
	No
	Yes
	No

	3.1
	Age?
	
	(
	
	
	
	

	3.2
	Gender (Male, Female and Transsexual)?
	
	(
	
	
	
	

	3.3
	Disability?
	
	(
	
	
	
	

	3.4
	Race or Ethnicity?
	
	(
	
	
	
	

	3.5
	Religious, Spiritual belief (including other belief)?
	
	(
	
	
	
	

	3.6
	Sexual Orientation?
	
	(
	
	
	
	

	3.7
	Human Rights:  Freedom of Information/Data Protection
	
	(
	
	
	
	

	If yes is answered to any of the above items the policy/service may be considered discriminatory and requires review and further work to ensure compliance with legislation.

	4. Check for INDIRECT discrimination against any group relating to EMPLOYEES:

	Question: Does your policy/service contain any statements which may exclude employees from operating the under the grounds of:
	Response
	Action required
	Resource implication

	
	Yes
	No
	Yes
	No
	Yes
	No

	4.1
	Age?
	
	(
	
	
	
	

	4.2
	Gender (Male, Female and Transsexual)?
	
	(
	
	
	
	

	4.3
	Disability?
	
	· 
	
	
	
	

	4.4
	Race or Ethnicity?
	
	(
	
	
	
	

	4.5
	Religious, Spiritual belief (including other belief)?
	
	(
	
	
	
	

	4.6
	Sexual Orientation?
	
	(
	
	
	
	

	4.7
	Human Rights:  Freedom of Information/Data Protection
	
	(
	
	
	
	

	If yes is answered to any of the above items the policy/service may be considered discriminatory and requires review and further work to ensure compliance with legislation.

	TOTAL NUMBER OF ITEMS ANSWERED ‘YES’ INDICATING INDIRECT DISCRIMINATION = 0


Signatures of authors / auditors Julia French
Date of signing: 
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	Title
	Information Security and Risk Management Policy


	
	Ratification checklist
	Details

	1
	Is this a:  Policy 

	2
	Is this:     New

	3*
	Format matches Policies and Procedures Procedure (Organisation-wide) 
	Yes

	4*
	Consultation with range of internal /external groups/ individuals 


	Phase 1
Compliance Manager
Governance Manager
Deputy Director of ICT

Information Governance Manager
Head of Programme Management and Planning
Training Manager – ICT

Operational Manager – ICT

Network Security Manager - ICT
Internal Communications Officer

HR Business Consultant

System Development Managers
Service Manager - ICT


	5*
	Equality Impact Assessment completed 
	Yes

	6
	Are there any governance or risk implications? (e.g. patient safety, clinical effectiveness, compliance with or deviation from National guidance or legislation etc)
	None identified

	7
	Are there any operational implications?
	More specific requirements for system level security policies and operating procedures for operational areas which hold information assets which are not ICT owned

	8
	Are there any educational or training implications?
	Training implications for :
· Senior Information Risk Owner

· ICT Governance Compliance/ Information Security Manager

· Information Asset Owners/Administrators

	9
	Are there any clinical implications?
	Many non ICT owned systems in clinical areas. Clinical Director is often identified as Information Asset Owner. Responsibility for information may impact on clinical time.

	10
	Are there any nursing implications?
	None identified

	11
	Does the document have financial implications?
	Information Security Manager post required. Job currently being evaluated. No resources yet identified. Band 6/7 post (Permanent)

	12
	Does the document have HR implications?
	None identified

	13*
	Is there a launch/communication/implementation plan within the document?
	Yes

	14*
	Is there a monitoring plan within the document?
	Yes

	15*
	Does the document have a review date in line with the Policies and Procedures Procedure (organisation-wide)?
	Yes, though there is a plan to review the policy by end of May 2011 after network security audit complete.

	16* 
	Is there a named Director responsible for review of the document?
	Senior Information Risk Owner/Director of ICT

	17*
	Is there a named committee with clearly stated responsibility for ratification monitoring and review of the document?
	Information Governance Committee


Document Author / Sponsor

Signed Julia French 
Title ICT Governance Compliance Manager 

Date 24/03/11
Ratified by (Chair of Trust Committee of Executive Lead)


Signed:



Title: Director of Safety and Governance 

Date: 24th March 2011
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Attachment 5: Launch and Implementation Plan
To be completed and attached to any document which guides practice when submitted to the appropriate committee for consideration and approval.
	Action
	Who
	When
	How

	Identify key users / policy writers
	ICT Governance Compliance Manager 
	September 2010
	Work with Technical Services Managers

	Committee to endorse Policy
	ICT Governance Compliance Manager
	16 March 2011
	Final draft to Information Governance Committee

	Add to Policies and Procedures intranet page / document management system.
	ICT Governance Compliance Manager
	End of March 2011
	Liaise with ICT Directorate gatekeeper

	Communicate new policy/ changes to policy
	ICT Governance Compliance Manager
	End March 2011
	Communications bulletin (all users)
Communication to information asset owners

Communicate to Group Operational Meetings

	Offer awareness training / incorporate within existing training programmes
	ICT Governance Compliance Manager
	April 2011 – April 2012
	Establish monthly training course for Information Asset Owners/Administrators throughout the Trust.
Establish community of practice for critical information asset owners

	Circulation of document
(electronic)
	ICT Governance Compliance Manager
	End of March 2011
	Agree arrangements with Communications Lead
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Attachment 6: References
i. The Public Records Act 1958

ii. The Caldicott “Review of Patient Identifiable Information” (1997)

iii. The Data Protection Act 1998

iv. Freedom of Information Act 2000

v. The Common Law Duty of Confidentiality

vi. The NHS Confidentiality Code of Practice
vii. Connecting for Health Information Governance Toolkit Guidance 
Paper Copies of this Document


If you are reading a printed copy of this document you should check the Trust’s Policy website (� HYPERLINK "http://sharepoint/policies" ��http://sharepoint/policies�) to ensure that you are using the most current version.





to clarify the legal obligations that apply to the information security and risk management of NHS information assets


to establish standards for information security across the Trust


to explain the responsibility of individuals and committees in information security management, clarifying the role of the Senior Information Risk Owner, Infomation Asset Owners and Information Asset Administrators


to specify the training requirements for staff with a responsibility for handling sensitive information


to outline mechanisms to audit compliance against the policy standards. 








�








©Heart of England NHS Foundation Trust      View/Print date 24 March 2011            Page 37 of 39

