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1. General Information

This document describes the best practices for firewall selection, ruleset configuration and operational policies for aFoxboro I/A Series® process control system network and its interfaces to a corporate network.

The goal of this document is to give the reader an understanding of the techniques utilized to securely connect these networks.

The scope of this document is not to address every possible firewall configuration and requirement as this will vary with individual customer configurations.

2. Executive Summary

Invensys’ approach to site network(s) and control system security is based on the following principles:

· View security from both management and technical perspectives

· Ensure security is addressed from both an IT and control system perspective

· Design and develop multiple layers of network, system and application security 

· Ensure industry, regulatory and international standards are taken into account

· Prevention is critical in plant control systems, supported by detection

The first stage in building a solid defense against unwanted intrusion into business network and process control systems is to develop a security policy statement and then define the requirements to implement a secure process environment. Once security goals are clear, a detailed plan can be developed to meet the customer’s needs.

Site Security Review Service is the initial step in Invensys’ overall Security Solutions program to assist Foxboro I/A Series clients in defining clear security objectives and establishing an ongoing control system and site network security plan. 

The next step is the comprehensive System Hardening Service, which implements Site Security Review Service recommendations specific to the security of your control system network.  System Security Hardening Service assists in tightening — i.e., hardening — the security of the I/A Series system against undesirable internal and external intrusion. 

Background

Developing a prevention approach to plant control systems requires a new approach to network security between the plant network layer and business / external systems.  This document addresses the key network / topology areas for architecting Plant and Business network systems.

Today’s production environments rely heavily on computer based control systems to precisely control their process. Historically, the Process Control Network was treated as a separate network. However, an increasing number of companies are leveraging the wealth of process data available from the controllers to provide feedback to the business systems. In many installations, these two networks are already connected for a number of reasons. As a result, it is vital that the network environment is now a collaborative effort between Corporate IT and the Process Engineers to ensure reliability and stability of the overall network.  

As these two networks converge, it becomes critical that the process control network is secure and protected from the threat of virus and worm infections that is faced by business networks. Many control systems share the same underlying operating systems that are widely used in the business network. 

Today’s process control networks have been implemented in pieces.  Most have no consistent security design and many were not designed for security.  The threats from both internal and external sources have increased significantly. Ernst & Young reported in their “Information and Security Survey” that 60% of organizations expect to experience greater vulnerability as connectivity increases.

Until recently, many process control networks have been implemented with no security or minimal security. One approach had been to keep the process control network separate from the business network. While this has proven to be effective, current technology advances with open systems and the demand for information is driving tighter connectivity between the two networks. Devices in use on the process control network have the ability to gather real time information about the process and have the ability to adjust to commands from the business network. 

There are numerous incentives to protect a control system from threats. The technical knowledge, skills and tools required to penetrate IT and plant systems are widely available.  In addition, there are increasing regulatory mandates and guidelines being issued by the US Government (National Strategy to Secure Cyberspace –US Government page 32), as well as guidelines and best practices for securing plant control systems from advisory groups, such as ISA SP99 committee, NIST (Process Control Security Requirements Forum -PCSRF), NERC etc.

Invensys is recommending a network architecture for integrating plant and IT networks using a combination of firewalls, intrusion detection/prevention devices placed at strategic locations in the network, station lock down procedures for services on the UNIX and Windows platforms and policy settings.  

Associated Documents

Invensys, (2004), Process Network Security: Reference Network Architecture

Invensys, (2004), Process Network Security: Intrusion detection and prevention system configuration and policies 

Invensys, (2004), Process Network Security: Foxboro IA Series Lockdown Manual

3. Requirements Summary

Firewalls implemented in a process control network are key components used to meet the following requirements:

· Adhere to the prevention philosophy to support security policies and procedures for the network architecture.

· Clearly defined change management policy. (For example: firewall configuration changes.)

· Convergence of IT and plant networks.

· Secure and insecure protocols on the same network.

· Monitoring, alerting and diagnosing of plant network control systems and their integration with the corporate network. 

· Need to move to an off platform data collector in a DMZ

· Ensure secure connectivity to wireless devices.

4. Technical Options

Firewall Definition

A firewall is the first line of defense for a network. Its basic purpose is to keep uninvited guests from browsing the network. Firewalls can be either a pure hardware device (appliance) or a software application on a dedicated hardened platform. This is not to be confused with desktop or personal firewalls, which are applications that reside on a user’s workstation. Firewalls are typically placed at the perimeter of the secure network to act as the gatekeeper for all incoming and outgoing traffic.  Firewalls are commonly implemented at the corporate network connection point to the public Internet. This type of firewall is commonly referred to as an external firewall. With the increase of network-borne viruses and worms, the use of internal firewalls is becoming more common. These firewalls are used to provide additional control by segmenting the company’s network into zones where it is possible to further restrict access to portions of a company’s network.

Firewall Zones

Firewalls are used to segment the network into security zones.  In a perimeter or external firewall, a special isolated zone referred to as a demilitarized zone (DMZ) is commonly created. The DMZ is a small network inserted as a "neutral zone" between a company's private network and the outside public network. This DMZ contains public facing web or ftp servers. While the DMZ is an optional zone it provides a more secure approach. 

It gives greater flexibility and much finer granularity for the firewall ruleset to further control the traffic that flows through it. It is also common for external firewalls to have additional DMZs for other applications. An example is to create an Extranet DMZ. This type of DMZ is commonly used to connect to the company’s trading partners. The firewall will then provide the ability to restrict what your trading partners can access on the company network.

Extending these concepts to an internal firewall that is used to isolate the process control network is very straightforward. Figure 1 illustrates a typical installation in which the firewall is located between the plant network (business network) and the process control network zones. A DMZ zone is created that contains the data collection and reporting servers. These servers will be accessible from the business network. Only these servers will be allowed to communicate with the process control network. It is also recommended that an additional DMZ be created for controlling remote administration and service connections to the process control network. 

Figure 1 - Typical firewall installation to protect control network
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Firewall Rules

Firewalls are configured using rules. These rules allow for the definitions of what types of traffic should be allowed in or out of the secured network zones. While the exact method of configuring the firewall varies from firewall manufacturer, most allow you to restrict the traffic by the following basic categories of traffic:

· IP addresses 

· Source and Destination

· Domain Names

· TCP/IP ports used. (TCP & UDP)

· Protocols 

There are different mechanisms used by firewalls to restrict traffic. The basic types are:

· Packet-filtering

· Stateful packet filtering

· Circuit-level gateway

· Proxy service

· Application gateway

Each of these mechanisms is defined below. Depending on the firewall, they may be combined to provide more in-depth protection.

Packet Filter

A packet filter is a type of firewall. Packet filters can restrict network traffic and protect your network by rejecting packets from unauthorized hosts, using unauthorized ports or trying to connect to unauthorized IP addresses.  Packet filters only check the packet header to determine the source and destination address and the source and destination ports to verify against its rules. 

Stateful Inspection 

Stateful inspection packet filtering or Stateful Packet Filtering (SPF) is a more in-depth form of a packet filter firewall. Stateful Inspection firewalls check the packet all the way to the Application Layer and monitor incoming and outgoing packets to determine not only source and destination, but also context. This ensures that only requested information is allowed back in. Stateful Inspection helps protect against hacker techniques such as IP spoofing and port scanning.

SPF first looks at more details from each packet than packed filtering. This allows the determination of what is contained within the packet rather than simply who and where it is from (or allegedly from).  SPF monitors communications between the two devices and compares the traffic not only to the rules it has been given, but also to the previous communications. If any communication seems out of context or out of the ordinary based on previous traffic, the packet is rejected. 
Proxy

A proxy service is generally put in place to boost performance of the network, but can act as a sort of firewall as well. The proxy service hides your internal addresses so all communications appear to originate from the firewall itself.  The proxy has the ability to provide faster user response by maintaining a cache of recently requested pages locally. 

For example, if user A goes to google.com, the proxy actually sends the request to google.com and retrieves the web page. When user B initiates a request to connect to google.com, the proxy sends the information it has already retrieved for user A. The proxy has algorithms to ensure that current data remains in the cache. The effect is that the page is returned much faster to the user than having to get it from google.com again. 

A proxy can also be configured to block access to certain web sites and filter certain port traffic to protect the internal network. 

It is important to note that there are two types of solutions that are called Proxy servers. One is an application that is loaded on a PC-based server. The second is a feature incorporated into a firewall. The application that is loaded on a PC server is not considered a solution for providing security on a network, but does provide the acceleration benefits outlined in this document. When a proxy server is to be used for security purposes, it should be a feature incorporated into a hardened firewall solution.  

Application Gateways

Application gateways are a variation of a proxy server and functions as follows: The internal client first establishes a connection with the application gateway. The application gateway determines if the connection should be allowed or not and then establishes a connection with the destination computer. All communications go through two connections:  1.) client to application gateway and 2.) application gateway to destination.  The application gateway monitors all traffic against its rules before deciding whether or not to forward it.  As with the other proxy server types, the application gateway is the only address seen by the outside world so the internal network is protected. 
Firewall Rules Design

When developing the rules for the firewall, it is important to keep the following guidelines in mind. Start with a totally locked-down configuration, where nothing is permitted through the firewall. Then open only the minimum ports necessary for the application to function. 

It will be necessary to thoroughly identify the data flow requirements from all zones. Software suppliers can usually provide the port and protocol information about their applications. If they cannot, a network sniffer application can be used to identify the ports and protocols used. 

When using the DMZ, it is necessary to continue the lockdown philosophy. Inexperienced firewall ruleset designers will get a false sense of security with the DMZ and allow too many ports to be opened. It is necessary to keep in mind what risk is presented if the server in the DMZ is compromised. 

Equipment Selection

It is necessary to select a firewall that is very reliable. Firewalls that do not utilize disk drives and other mechanical components have a lower probability of failure. However it is possible to incorporate high availability options if the communications with the process control network is critical and requires 100% uptime. This is something that must be evaluated in the risk assessment. The question that must be answered is: Will the process control network continue to operate if connectivity to the business network is lost? 

Management of Firewalls

Proper management of firewalls is critical. Firewalls, like many devices that rely on code to function, may require periodic updates as the manufacturer’s releases are updated. It is important that the operation of the firewall is monitored. Firewalls generate logs of events that occur in the firewall. These events are good indications of someone or something that is trying to access devices across the firewall that is outside of the rules. This is usually an indication of a mis-configured application, but may also be an indication of a worm or a possible intruder on the network. It is critical that the logs are monitored and that an action process is put in place. Firewalls may be monitored by an internal group or outsourced to a partner.

Configuration Management

It is necessary to put in place a policy for configuration and change management. This provides accountability for the changes made to the firewall ruleset.  Documentation of the types of rule changes, including when and why they were made, is critical. A good example of this is: during implementation of new applications or upgrades where the exact ports used are not known, inexperienced firewall designers will open up ports for testing and then forget to close them back up! 

Using Firewalls for Other Services

It is possible to utilize the firewall to provide other services such as virus scanning or spam filtering. Invensys does not recommend using the firewall to perform these services in the process control environment. However, it can be acceptable to use the firewall to support a limited number of VPN connections to provide access to the control network from clients within the business network. If this approach is taken, it is necessary to carefully evaluate the security implications of allowing this type of access.  

Standards Used / Affected

ISO 17799

5. Assumptions / Issues

· Ethernet network topology assumed

6. Invensys Recommendations for Success

· Hardware-based firewall for reliability and speed

· Commercial, not consumer-grade equipment

· Ruleset configuration 

· Permit nothing to pass through the firewall by default

· Only allow necessary traffic to pass through the firewall

· Lock-down permitted traffic to specific ports and IP addresses

· Use a DMZ

· Firewall should be managed and monitored

· Establish solid policies for design and operations

· Implement configuration management practices on rules

· If a port is opened for testing, ensure that it is closed after the test.

· Perform routine security audits
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