Risk Assessment Matrix

	
	
	
	
	IMPACT/CONSEQUENCE
	
	

	
	LIKELIHOOD
	5
	4
	3
	
	2
	1

	
	
	Catastrophic
	Major
	Moderate
	
	Minor
	Insignificant

	
	
	
	
	
	
	
	

	5
	Almost Certain
	Extreme
	Extreme
	High
	
	High
	Moderate

	
	
	(25)
	(20)
	(15)
	
	(10)
	(5)

	
	
	
	
	
	
	
	

	4
	Likely
	Extreme
	High
	High
	
	Moderate
	Moderate

	
	
	(20)
	(16)
	(12)
	
	(8)
	(4)

	
	
	
	
	
	
	
	

	3
	Possible
	High
	High
	Moderate
	
	Moderate
	Low

	
	
	(15)
	(12)
	(9)
	
	(6)
	(3)

	
	
	
	
	
	
	
	

	2
	Unlikely
	High
	Moderate
	Moderate
	
	Low
	Low

	
	
	(10)
	(8)
	(6)
	
	(4)
	(2)

	
	
	
	
	
	
	
	

	1
	Rare
	Moderate
	Moderate
	Low
	
	Low
	Low

	
	
	(5)
	(4)
	(3)
	
	(2)
	(1)

	
	
	
	
	
	
	
	


Risk is typically assessed as a function of the likelihood and consequence of the risk materialising, as a result, not all risks are the same and should not be managed as such. The ANU uses a risk management matrix to assess the level of risk and facilitate an appropriate response. The matrix and its accompanying definitions and escalation protocols are designed to provide staff with guidance about what to do (monitor or treat the risk) and where to escalate the risk (i.e. to line manager or higher). The risk matrix is the endorsed framework for assessing risks at all levels within the university (strategic, operational and day-to-day) and should be used to determine an appropriate course of action.

Risk Rating Descriptors and Mitigating Action Requirements

	Risk Rating
	Score
	Description
	Action Required

	
	
	
	Risks that significantly exceed the acceptable tolerance and need
	University Executive responsibility, immediate treatment required.

	Extreme
	20
	- 25
	urgent and immediate attention.
	- Escalate to the responsible University Executive immediately with a detailed treatment plan.

	
	
	
	
	- Report to the Vice-Chancellor, ARMC and Council.

	
	
	
	
	

	
	
	
	Risks that exceed the risk acceptance threshold and require
	College GM/Service Division Director/Head of School responsibility. Treatment required.

	
	
	
	proactive management.
	- Escalate to responsible management immediately with detailed treatment plan to reduce risks

	High
	16
	- 10
	
	to an acceptable level within 3 months.

	
	
	
	
	- Report to COO or DVCs and ARMC, as appropriate.

	
	
	
	
	

	
	
	
	Risks that are within the acceptable threshold and require active
	College GM/Service Division Director/Head of School responsibility. Treatment required.

	Moderate
	4
	- 9
	monitoring.
	- Escalate to responsible management immediately with detailed treatment plan to reduce risks

	
	
	
	
	to an acceptable level within 3-6 months.

	
	
	
	
	

	Low
	1
	- 4
	Risks that are below the acceptable threshold and do not require
	Local line management responsibility, treatment not required.

	
	
	
	active management.
	Significant management effort should not be directed towards these risks.

	
	
	
	
	


Consequence Rating: Evaluation Criteria

	Factors of Consequences/
	
	Colleges or Service Division Activity
	
	
	
	Major Projects

	
	Categories of risk
	
	
	
	
	
	
	
	

	
	
	
	Reputation and Image
	Compliance with Legislation
	Disruption to Operations
	Financial
	General Environment & Social Impacts
	Project Budget
	Project Delays
	Managing Contractor/ Head Contractor

	
	
	
	
	
	
	
	
	
	
	Relationship

	
	
	
	-Long term damage to reputation and
	-Major systemic non-conformance resulting
	-Disruption to sevices causing campus
	Financial impact >$50M
	-Extensive detrimental long term impacts
	>20% of project
	Project halted, major
	Legal recourse initiated.

	
	
	
	standing of the University
	in loss of TEQSA license, other key license
	closure or key business closure for > 1
	
	on the environment and community.
	budget
	delay
	

	
	
	
	-Serious public or media outcry with
	or accreditation
	month
	
	-Catastrophic and/or extensive discharge
	
	Duration increased >30%
	

	
	
	
	national and international coverage
	-Criminal convictions resulting in
	- Critical infrastructure service loss for > 1
	
	of persistent hazardous pollutant.
	
	
	

	
	
	Catastrophic
	-Significant breakdown in strategic
	imprisonment
	month.
	
	
	
	
	

	
	
	
	and/or business partnerships
	-Significant legal penalties or regulator
	
	
	
	
	
	

	
	
	
	
	sanctions
	
	
	
	
	
	

	
	
	
	
	-Litigation including class actions
	
	
	
	
	
	

	
	
	
	
	jeopardising future approvals, licensing and
	
	
	
	
	
	

	
	
	
	
	funding.
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	-Sustained damage to brand/image or
	-Systemic non-conformance resulting in
	-Disruption to teaching/course schedules or
	Financial impact >$30M and
	-Long term detrimental environmental or
	10-20% of project
	Major delay
	Executive intervention

	
	
	
	reputation nationally or locally
	suspensions or conditional licenses
	key business activities for > 1 week
	<$50M
	social impact
	budget
	Duration increased >10%
	

	
	
	
	-Significant adverse national media
	-University staff prosecuted without being
	-Several key operational areas closed
	
	- Chronic and/or significant discharge of
	
	
	

	
	
	
	coverage
	imprisoned
	-Critical infrastructure service losss for > 1
	
	pollutant.
	
	
	

	
	
	Major
	- Breakdown in strategic and/or business
	-Legal penalties or regulator sanctions
	week.
	
	
	
	
	

	Category
	
	
	partnership
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	Consequence
	
	
	
	
	
	
	
	
	
	

	
	
	
	-Significant short term damage to
	-Serious one off non-conformance resulting
	-Disruption to a number of operational
	Financial impact >$10M and
	-Serious, discharge of pollutant
	5-10% of project
	Significant delay
	Resolved at senior management level.

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	reputation
	in suspensions or conditional licenses
	areas for up to one week
	<$30M
	-Source of community annoyance within
	budget
	Duration increased >5%
	

	
	
	Moderate
	-Heavy local media coverage
	-University staff being subject to legal
	-Critical service interruption not back
	
	general neighbourhood that requires
	
	
	

	
	
	
	
	proceedings
	within the agreed timeframe.
	
	remedial action.
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	-Minor or no legal penalties
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	-Minor, adverse local public or media
	-One off non-conformance
	-Some disruption to operational activity
	Financial impact >$5M and
	-Short term, detrimental effect on the
	1-5% of project
	Short delay
	Resolved at working level.

	
	
	
	attention and complaints
	-University receiving warning or other
	exceeding 1 day
	<$10M
	environment or social impact
	budget
	Duration increased < 2%
	

	
	
	Minor
	-Reputation of a small number of people
	notice from regulatory authority to rectify
	-Local interruption only, service loss to
	
	- Minor discharge of pollutants within local
	
	
	

	
	
	
	affected
	non-conformance
	localised operations.
	
	neighbourhood.
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	-Issue resolved promptly by day to day
	-Minor non-conformance rectified
	-Disruption of < 1 day to operational
	Financial impact <$5M
	-No lasting detrimental effect on the
	< 1% of project
	Little or no delay
	Either party is irritated but no formal

	
	
	
	management processes
	internally
	activity
	
	environment ie. Harm, nuisance, noise,
	budget
	
	complaints.

	
	
	Insignificant
	-Little or no adverse media coverage
	-Unlikely to result in adverse regulatory
	-No interruption to infrastructure services.
	
	fumes, odour, dust emissions of short-term
	
	
	

	
	
	
	
	respone or action.
	
	
	duration.
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


# The consequences category for "Project Budget" may differ according to the overall value of the project itself. Likewise, the criteria for "Project Delays" may also vary depending on the specific project deadlines.

Likelihood Rating: Evaluation Criteria

You will determine how likely the University will be exposed to each specific risk after taking into account current internal controls and considering factors such as:

1. Anticipated frequency of occurrence;

2. The external environment (e.g. regulatory, economic, competition, community expectations and market issues);

3. The procedures, tools and skills currently in place; and

4. History of previous events - both the University and other providers.


Likelihood rating


The number of times within a specified period in which a risk may occur either as a consequence of business operations or through failure of operating systems, policies or procedures.

	Likelihood
	The risk/the event
	Occurrence
	Probability

	Almost Certain
	Expected to occur in most circumstances.
	Multiple over 12 months
	>70%

	Likely
	Will probably occur in most circumstances
	Once every 12 months
	51 - 70%

	Possible
	Might occur within a 5 year time period
	Once every 1 - 5 years
	21 - 50%

	Unlikely
	Could occur within a specified time period
	Once every 5-10 years
	5-20%

	Rare
	May only occur in exceptional circumstances
	Once every 20 years
	< 5%

	
	
	
	


