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0 Executive Summary

There is illegal activity taking place on the Griffis Business and Technology Park campus.  It is suspected that there is a wireless network being used to conduct illegal activities.   It is necessary to conduct initial evidence gathering activities against the suspect network.  The network is to be searched out.  Once located it is necessary to gather information about the network and any encryption.   Once it is possible to access the network then any tools and techniques available are to be used to investigate the network and gather evidence.

We assumed that data broadcast over the network is junk data for the purpose of generating traffic.  We assumed that computers with relevant evidence are generating traffic.
We found the suspect wireless network at the base gym.  The wireless network was broadcasting the SSID “Vortex”.   We setup a laptop to listen to traffic going over the wireless network for a few days.  From this data we determined that the suspect network was using WEP+ encryption.  We used a dictionary attack technique to determine the WEP+ key.  The WEP key was “abcde”.  Once we broke the key we analyzed the unencrypted traffic. Our analysis yielded the necessary network information we needed to talk to the wireless network.  The data we did analyze was junk data for generating traffic.   We used the vulnerability scanner nessus to determine if there where any open holes for us to take advantage of.  We found an anonymous FTP server on one of the machines.  The anonymous ftp server contained a file titled evidence.txt that congratulated us on finding the evidence and instructed us to include the following code in our report:  56912280.
1 Problem Statement
There appears to be illegal activity taking place at the Griffis Business and Technology Park.  The suspects are apparently using computers and an illegal wireless network to conduct their activities.   
It is necessary to conduct initial evidence gathering activities against the suspects.  The wireless network is to be searched for and located in the Griffis Business and Technology Park area.  Once the network is located we are to use any tools and techniques available to us to investigate the wireless network and gather evidence.

The evidence is to be documented.  Each vulnerability used against the network is to be documented.  Each documented vulnerability is to include documentation on how that vulnerability could have been prevented.

2 Background and Assumptions

2.1 War Driving

War driving consists of driving around and looking for unsecured wireless networks.   Many wireless networks broadcast their SSID.  SSID is an acronym for Service Set Identifier.  War driving programs such as Macstumbler listen for these broadcasts to identify wireless networks.  Knowing the SSID is essential to gaining access to a wireless network.  It is possible to disable the SSID broadcast.  However the SSID is sent with all data transmitted over the wireless network.  It is possible for a war driver to monitor traffic going over the radio waves for SSIDs.  This method is more difficult than listening for broadcast SSIDs.  
2.2 WEP
WEP is an acronym for Wired Equivalent Privacy.  802.11b wireless communications are by there very nature insecure. Radio waves are used to transmit data which can be analyzed by anyone with the proper equipment.  The 802.11b standard defines WEP to offer an extra layer of security to help counteract this inherent insecurity. [1]    
2.2.1 WEP Encryption 

WEP Encryption typically comes in the 104 and 40 bit variety.  WEP relies on a shared key that is known to both the sender and the receiver.  

WEP Encryption Diagram
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The double pipe symbol || represents concatenation.

The WEP protocol consists of 3 inputs for generating the transmitted data.  This includes a 20 bit initialization vector (IV).  The transmitter generates an IV for each message.  The secret WEP key and the IV are concatenated and input into the RC4 algorithm.  The RC4 algorithm generates a pseudo random string that is the length of the data || CRC32 string.   The data and 32 bit checksum of the data are concatenated.  This combination of data and checksum are XOR’d with the pseudo random string that is generated by the RC4 algorithm.  The information transmitted to the receiver consists of the cipher text and the initialization vector used to generate the message. [1] 

2.2.2 WEP Decryption

WEP Decryption consists of decrypting the data and then verifying the integrity of the data.
WEP Decryption
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The input cipher text and initialization vector (IV) come from the transmitted data.  The receivers knows the shared secret key.  The IV and secret key are concatenated and input into the RC4 algorithm.  The RC4 algorithm generates a pseudo random string that is the length of the cipher text string.  The cipher text and pseudo random string generated by RC4 are XOR’d together to obtain the original data concatenated with the 32 bit checksum for the original data.
Message Verification
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Message integrity is verified by computing the checksum of the obtained data.  This checksum is then compared to the transmitted checksum.  If the transmitted checksum and the computed checksum are equal then the message is assumed to be correct.  If these values differ then the message is corrupt and the receiver asks the sender to retransmit the data. [1]
2.3 WEP+
There is a flaw in WEP that is well documented in the Fluhrer, Mantin, and Shamir paper [2].  The flaw takes advantage of transmitting data with a reused RC4 key stream.  Vendor implementations of the WEP standards are the source of this flaw.  Vendor implementations sometime reuse initialization vectors over and over again for transmitting data.  This results in using an RC4 key stream multiple times to encrypt data.  If any of the original encrypted data can be guessed with statistical methods or otherwise it is then possible to obtain the key [3].

There is a standard known as WEP+ that helps protect against the Fluhrer, Mantin, and Shamir attack.  WEP+ defines a technique known as weak key avoidance.  Transmitters that implement WEP+ will avoid using cryptographically weak keys that are described in the Fluhrer, Mantin, and Shamir paper [4].
2.4 WEP Dictionary Attack 
WEP Keys can be generated using an ascii string.  It is possible to crack such generated keys using the common dictionary attack.  The idea behind a dictionary attack is to use words from a wordlist as the decryption key.  The attack consists of trying words until the decrypted data can be verified as being correct.  
Dictionary Attack on WEP
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The above diagram describes a dictionary attack on WEP.   A word from the dictionary file is input into the decryption algorithm along with the cipher text.  The result of the decryption attempt is a data candidate concatenated with a 32 bit checksum candidate.  The term candidate is used as the data and checksum have not been verified yet.  The data candidate is input into the checksum algorithm.  If the resulting checksum of the data candidate matches the checksum candidate from the decryption attempt then the input dictionary word is probably the WEP key.
2.5 Assumptions

* We assume that data broadcast over the network is junk data for the purpose of generating traffic.
* We assume that computers with relevant evidence are generating traffic.
3 Tools and Techniques
Our hardware toolbox consisted of three laptops.  A laptop running Red Hat Linux 7.3 with a Prism2 USB wireless NIC acted as a packet sniffer and was used for breaking encryption.  A laptop running Mac OS X with an Airport wireless NIC acted as our network detector and was used for network and packet analysis.   A third laptop with a Cisco wireless NIC running Windows was used for packet analysis.

3.1 War Driving

We used Macstumbler as a tool for detecting the wireless access points.  We used a map of the Griffis Business and Technology Park.  Our war driving technique consisted of plotting a systematic course for detecting wireless access points.
3.2 Packet Interception and Analysis
For packet interception we used the open source software airsnort.  Configuring airsnort was one of the more challenging aspects of this exercise.  We used airsnort to determine if WEP+ was enabled on the suspect network.  Aeropeek and ethereal were used to decrypt, view, and analyze the traffic data.
3.3 Breaking WEP Encryption

We used the open source program WepAttack to perform a dictionary attack against the data.  For this attack we used a dictionary file consisting of 2,854,300 words [4].  We encountered an issue with our Prism 2 driver adding a 144 bytes header and a 4 byte footer to each packet of data intercepted.  We developed a patch for WepAttack to work around this problem.  The patch is attached as an appendix to this report.
3.4 Analysis of Hosts
We used the host vulnerability analyzer Nessus to detect open holes and ports on the suspect computers.  We used enum to open a NULL session to the Windows hosts in order to determine user information.  
4 Solution
The solution to this problem consisted of three parts.  The first part was locating the wireless network.  Once we located the wireless network we intercepted transmission and proceeded to break the WEP encryption.  After breaking the WEP encryption we decoded the intercepted transmissions.  We then established a connection with the wireless network to look for information.
4.1 Locating the Network

We located the wireless network at the base gym inside the main office on Wednesday, 30 Jul 03 at approximately 1pm.  We found an antennae and a laptop located underneath a couch.  These two things were the source of the wireless signal.  
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The located access point was broadcasting the SSID “vortex”.  According to mac stumbler vortex had WEP encryption enabled.  According to mac stumbler vortex was not broadcasting information that would identify what vendor the equipment was from.
The adversary could have prevented our detection of vortex by disabling SSID broadcasts.  

4.2 Breaking the Encryption

On Saturday, 2 August 2003 at 4:42pm we succeeded in breaking the WEP key.
Logfile of WepAttack by Dominik Blunk and Alain Girardet

Cracking started: Sat Aug  2 16:42:43 2003

../wordlist     ../encryptedonly.log

Bssid   KeyNo   WepKey  ASCII   Encryption      Elapsed Time

02 8A A6 96 07 19       0       61 62 63 64 65  abcde   64 Bit  
02 AA D1 3B AB 6C       0       61 62 63 64 65  abcde   64 Bit  
02 2F 12 BE 68 E9       0       61 62 63 64 65  abcde   64 Bit  

We discovered that the suspect network had WEP+ enabled.  We intercepted millions of packets using Airsnort over a 48-hour period and not a single packet registered as interesting.  The lack of interesting packets ruled out taking advantage of the WEP vulnerability described in the Fluhrer, Mantin, and Shamir paper [3]. 
We used a dictionary attack against the data intercepted from the network.   A dictionary attack is an effective way of determining a WEP password if the password was input as an ascii string.  Using an ascii password to generate a 40 bit key effectively limits the WEP password protection to a 5 character password.  A 5 character password is easily brute forced.  

Using a password to generate the key limits the types of characters that can be input.  These characters are limited to the ascii standard.  Limiting the password to ascii characters greatly reduces the size of the key space.

If the suspect wanted to protect against a dictionary attack in the future the suspect would merely input the WEP key as a hexadecimal number (avoiding digits used in ASCII) rather than an ascii string.  The suspect would also benefit from using 128bit WEP encryption instead of 64bit WEP encryption.  Enabling 128bit WEP encryption would allow for a longer key.   128bit WEP encryption is vulnerable to a dictionary attack.
4.3 Compromising the Network

On Monday, 4 Aug 03 at 7:30am we decrypted the intercepted data and used it to determine the IP addresses of the machines sending traffic over the wireless network.  With these IP addresses we were able to connect to the wireless network and investigate the two machines.  We conducted a Nessus scan of both machines.   From the Nessus scan we determined the services running on both of the machines.  The computer 192.168.5.22 had an anonymous ftp server that contained the text file Evidence.txt:
**********************************

CONGRATULATIONS!

You have found the "smoking gun."  Please include this code in your report:  56912280.

Well done!

**********************************

5 Risk Assessment

5.1 Data Broadcast over the Network is Garbage Data
We assumed that data broadcast over the network is garbage data.  When we analyzed some of the data we saw a repeated back and forth conversation of “UnTraf” between the two machines.  It is possible that potential evidence was broadcast over the network.  We chose not to investigate this possibility due to time constraints.  If this assumption was false then potential evidence may have been missed.
5.2 Computers with Relevant Evidence are Generating Traffic

We assumed that all computers that contained evidence relevant to this exercise are generating traffic.  If there are any other computers we missed due to their silence then potential evidence may have been missed.
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The following is a patch to the open source software WepAttack available at http://sourceforge.net/projects/wepattack/.   

Capturing packets using a Prism 2 card under Linux can result in a 144 byte prism header and a 4 byte footer being added to the captured data.  WepAttack does not recognize this header and footer so in order to do a dictionary attack it is necessary to strip these off.

Happy Cracking.





-- Raphael Mudge (rsmudge@mtu.edu)
To apply the patch unpack the WepAttack archive.  Copy prism.diff to the ”src” directory under where you unpacked WepAttack.  Then type the following:

$ patch –p0 < prism.diff

$ make

Contents of prism.diff:
--- ./wepfilter.c       2002-10-24 09:14:13.000000000 -0400

+++ ./wepfilter.c       2003-08-04 18:58:07.000000000 -0400

@@ -124,6 +124,15 @@

     int key;

     static packet_delimiter limits;

+    // work around for prism2 linux cards under linux - grrrr!~@#$

+    if(memcmp(packet + pkthdr->caplen - 4, "\xff\xff\xff\xff", 4) == 0)

+    {

+       packet += 144;

+       pkthdr->caplen -= 148;

+       pkthdr->len    -= 148;

+       framesize      -= 148;

+    }

+

     if(pkthdr->len != pkthdr->caplen) {

        fprintf(stdout,"\nWARNING: Framesize (%d) and captured frame length (%d) not equal!",

                pkthdr->len, pkthdr->caplen);
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