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Methodology of the Report 

According to the questionnaire for national experts, the report had to take into account interviews with relevant staff of Prosecution and Police authorities. On the basis of this approach, we have begun by sending official letters not only to prosecution and investigation authorities but also to independent officials dealing with human rights and data protection issues and Parliamentarians. In these letters, we attached the questionnaire and we requested the authorities to appoint a contact person that would meet us and reply to the questions contained in the questionnaire. Analytically, we approached the following officials and authorities(
(i) Mr. Lazaros Savides, the Permanent Secretary of the Ministry of Justice and Public Order,

(ii) Mr. Tassos Panagiotou, the Chief of the Cyprus Police,

(iii) Ms Goulla Frangou, the Commissioner for Personal Data Protection,  

(iv) Ms Leda Koursoumpa, the Law Commissioner and President of the National Institution for the Protection of Human Rights, and

(v) Mr. Costas N. Papacostas, Member of the House of Representatives of the Progressive Party of Working People (AKEL) - Left – New Forces  and Chairman of the Standing Parliamentary Committee on Criminal Affairs.

The Ministry of Justice and the Chief of Police designated Mr. Michalis Papageorgiou, Superintendent A’, Director of the European Union and International Police Co-operation Directorate and his assistant, Ms Anna Aristotelous, Inspector in the same Directorate, as our contact persons. They are both members of the Cyprus Police and they serve at the Headquarters of the Police. 

On the 5th of May 2004, at 12:30 a.m. Mr. Ierotheou interviewed Ms Aristotelous at Police Headquarters in Nicosia. Moreover, during the period May-June 2004, Mr. Ierotheou had several telephone conversations with Ms Aristotelous in his effort to clarify particular issues that had arisen in the context of drafting the report.

Ms Frangou designated Ms Noni Avraam, the Legal Officer of her Office, as the contact person for the purposes of the project. On the 12th of May 2004, at 9:30 a.m., Mr. Kamperis and Mr. Ierotheou interviewed Ms Avraam at the  Commissioner’ s Office in Nicosia.  

On the 27th of May 2004 at 11:00 a.m. Mr. Ierotheou interviewed Ms Koursoumpa at her office in Nicosia.  

On the 28th of June 2004 at 9:30 a.m. Mr Ierotheou interviewed Mr. Papacostas at his office in the House of Representatives in Nicosia. Mr. Papacostas is a member of AKEL – Left – New Forces. However, his views reflect, to a great extent, the views of the main political parties in Cyprus, since he is the Chairman of the Standing Parliamentary Committee on Criminal Affairs.  

 Mr. Papacostas served as the Deputy Chief of Police before his election in the House of Representatives. Due to his former service in the Police, Mr. Papacostas has been active in Legal Affairs, Police Ethics and Criminal issues.   

We have maintained the order of the questions as they are in the questionnaire. However, we have divided the respective answers in four parts. Part A (questions1-10) describes the existing legal framework in Cyprus concerning the creation and operation of databases. It also deals with mutual legal assistance matters. Part B (questions 11-20) gives the opportunity to the persons interviewed to present their views on the feasibility and legality of a database on investigations and prosecutions. Part C (questions 21-22) briefly outlines the crime scenery in Cyprus and Part D (question 23) contains the comments and thoughts of the report’s authors.      

A. Legal assistance for prosecutions and investigations between Cyprus and the other Member States: existing legal framework and problems

Part A unveils the current situation in Cyprus on mutual legal assistance with other countries on investigations and prosecutions. The national legal framework for data protection is also described. 

1.
According to Ms Aristotelous, there are databases for investigations in Cyprus, which are kept at Police Headquarters in Nicosia. The information entered in the databases is strictly confidential and it is related only to police investigations. There is no legislation regulating the creation, function and operation of these databases. 

By virtue of section 12 of the Police Law 73(I)/2004
, the Chief of Police has the power to issue Police Standing Orders. The Chief of Police has issued a substantial number of Orders regulating the creation and operation of the databases. Unfortunately, our request to access these Orders was denied by the Police, since they are considered confidential. According to the Police, these Orders are compatible with the Processing of Personal Data (Protection of the Individual) Law 138(I)/2001
, as amended by Law 37(I)/2003. 

As the police representative explained it, each police department has its own database. For example, the Crime Investigation Department, the Traffic Department and Narcotics have there own database which is related to their area of operations. 

2.
There is no database for prosecutions in Cyprus.

3.
Only authorized police officers have access to the databases. The Chief of Police has granted permission to these officers to enter and process the data entered into the computerised systems. The names of these persons have been notified to the Office of the Commissioner for Personal Data Protection.

Any data entered into the system can be communicated, upon their request, to Europol and Interpol. The Cyprus Police have a very close co -operation with these agencies as well as with all EU Member States. 

4.
Information is entered into the database at the early stage of the investigation carried out by the police. If no evidence is found against a suspect, all relevant data are erased from the database. 

In relation with data entered into the system for cases tried before the courts, when the accused person is convicted, the data are erased in accordance with the provisions of the Resettlement of Convicted Persons Law (Law 70/81, as amended by Law 134/88)
. In brief, this law provides for the resettlement of convicted persons in cases where the convicted person has been not sentenced to prison for life or has not been sentenced to prison for more than two years. The period after which the conviction is erased varies from 5 to 7 years according to the punishment imposed. 

6.

Since there is no direct legislation regulating the creation and function of the databases, which are kept by the police, there is no description for their purpose.   

According to the representative of the police, their use in practice is “the collection, recording, organization, analysis, preservation, storage, use, transmission, dissemination or any other form of disposal in connection with the offence/offender or combination of data”.  

7.
The Cyprus Police, through its European Union and International Police Co-operation Directorate, is in close co-operation for the acquisition of data on investigations with other European and international law enforcement agencies (Europol, Interpol, F.B.I. etc). The Republic of Cyprus has signed a Bilateral Agreement on Co-Operation with Europol on the 4th of July 2003, which was ratified on the 3rd of October 2003 by the Law 36(III)/2003
. Furthermore, foreign liaison officers are stationed in Cyprus and they are in close co-operation with Cyprus Police.

Europol, Interpol and all the EU member states have speedy access in  the investigation databases which are kept by the Cyprus Police but always though a Cypriot police officer which is authorized by the Chief of Police. Third country authorities may have access to the investigation databases provided that the Commissioner for Personal Data Protection has authorized the release of this data to the particular country. By virtue of section 9 of the Processing of Personal Data (Protection of the Individual) Law the Commissioner may grant the permission if she is satisfied that the particular country can provide a sufficient level of data protection. Provided that certain conditions are satisfied, the Commissioner may give her permission even though there is no sufficient level of protection in the country in question. These conditions are described exhaustively in section (2) of section 9 of the Law.

8.
According to section 8 of the law the combination of filing systems is permitted only if the criteria of sections 5 and 8 of the law are satisfied. In summary, these conditions are the following:

· The notification of the combination in question to the Commissioner by the controllers or the controller who will combine two or more filling systems which have different purposes.

· The issue by the Commissioner of “a license for combination” in cases where sensitive data are contained in one or more filing systems or if the combination results in the disclosure of sensitive data or if for the combination to be carried out a single code number is to be used. 

Before issuing such a license, the Commissioner hears the views of the controllers and in particular the purpose for which the combination is considered necessary, the category of personal data to which the combination relates, the period of time for which the combination is permitted and any terms and conditions which may be imposed in order to protect the rights and liberties especially the right to privacy of the data subject or third parties. 

As it is mentioned above, not only the conditions of section 8 must be satisfied for the granting of license for combination but also those which are set out in section 5 of the law. 

Personal data may be processed only if: 

(i) the data subject has unambiguously given his consent or 

(ii) without the data subject’s consent where –

(a) Processing is necessary for compliance with a legal obligation to which the controller is subject;

(b) Processing is necessary for the performance of a contract to which the data subject is party, or in order to take measures at the data subject’s request prior to entering into a contract;

(c) Processing is necessary in order to protect the vital interests of the data subject,

(d) Processing is necessary for the performance of a task carried out in the public interest or in the exercise of public authority vested in the controller of a third party to whom the data are communicated;

(e) Processing is necessary for the purposes of the legitimate interests pursued by the controller or by the third party to whom the personal data are communicated, on condition that such interests override the rights, interests and fundamental freedoms of the data subjects.

Subsection(3) of section 5 provides that the Council of Ministers may, on the Commissioner’s recommendation, make special rules for the processing of the most common categories of processing and filing systems.

The license is renewable upon the application by the controllers. The license for combination and all relevant details are filled in the Register of Combinations which is kept by the Commissioner.      

9 - 10.
The right of privacy is strictly safeguarded by Articles 15 and 17 of the Constitution, which reads as follows:

Article 15

1. Every person has the right to respect for his private and family life. 

2. There shall be no interference with the exercise of this right except such as is in accordance with the law and is necessary only in the interests of the security of the Republic or the constitutional order or the public safety or the public order or the public health or the public morals or for the protection of the rights and liberties guaranteed by this Constitution to any person. 

Article 17 

1. Every person has the right to respect for, and to the secrecy of, his correspondence and other communication if such other communication is made through means not prohibited by law. 

2. There shall be no interference with the exercise of this right except in accordance with the law and only in cases of convicted and unconvicted prisoners and business correspondence and communication of bankrupts during the bankruptcy administration.

The criteria determining the legality of limitations of the rights protected by article 15 of the Constitution (see above) have been set out in detail by the Plenary of the Supreme Court in its judgement on the Report 2/99 President of the Republic (applicant) vs. House of Representative (Respondent) of 12th of May 2000
, In that case, the Supreme Court declared the law in question unconstitutional on the grounds that it was incompatible with article 15 of the Constitution. 

“…The rights granted by the Constitution are reflected in the individual and are accorded as per ‘the nature of man’…

…Fundamental human rights may be limited in a way permitted, and only for the reasons prescribed by the Constitution. A limitation may be imposed, and interference sanctioned by law, so long this is deemed necessary and to the extent this necessity dictates.

It is not just any form of necessity that may justify a limitation or interference with fundamental human rights. It is apparent from the case law of the European Court [ECtHR] and the European Commission on Human Rights that the necessity must not only be present, but must also posses the characteristics of a pressing social demand, evaluated within the framework of a democratic society. The case law of the Court and the Commission on Human Rights regarding the nature of the necessity and the framework within which it must be evaluated is analyzed in ‘“Law of the ECHR”, D.J. Harris, M. O’ Boyle, C. Warbrick, pp. 344 – 355’. Firstly, there must be a direct relationship between the limitation of the right and the necessity, which dictates it. Secondly, the existence of a serious, if not unavoidable, danger that one or more of the objectives or functions of the state may be jeopardized, must be demonstrated. In relation to Article 15 of the Constitution, the objectives are: (a) The constitutional order, (b) public security, (c) public order, (d) public health, (e) public morals, (f) the protection of the fundamental rights and freedoms of third parties.

It lies with the Legislative Power to substantiate the necessity, which justifies the limitation of a fundamental human right. First of all, a margin of appreciation is attributed to the legislator as regards the existence of a social need for when adopting a legal instrument. The extent of this principle is limited, as is recognized by the Court and the Human Rights Commission. It does not transcend the boundaries of the well-intentioned judgment of the legislative body regarding the regulation of a matter. For the limitation or the authorization of interference in the exercise of a fundamental right, the necessity must be substantiated and the regulation must be proportionate to that necessity…”

The Processing of Personal Data (Protection of the Individual) Law regulates the creation of investigation databases and the processing of the data. This Law transposes to the Cypriot legal order Directive 95/46/EC of the European Parliament and the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data. The law does not prohibit the creation of a national database on investigation and the use of such data but sets out exhaustively the conditions, which must be satisfied.      

Section 5(2)(d) of the law provides for an exemption from the general rule  that personal data may be processed only if the data subject has unambiguously given his consent.  According to 5(2)(d), personal data may be processed without the data subject’s consent where “processing is necessary for the performance of a task carried out in the public interest…”. In addition, section 6(2)(g) provides that the collection and processing of sensitive data is permitted when “processing is necessary for the purposes of national needs, as well as criminal and reform policy, and is performed by a service of the Republic or an Organisation or Foundation authorised for this purpose by a service of the Republic and relates to the detection of crimes, criminal convictions, security measures and investigation of mass destruction”.   

B. Feasibility and legality of a central EU database on investigations and prosecutions

The lack of coordination in the field of prosecutions and investigations  is a serious obstacle for the improvement of mutual legal assistance in criminal matters between the EU Member States. Measure 12 of the program of measures to implement the principle of mutual recognition of decisions in criminal matters (OJ C 012, 15/1/2001, p. 10) contains certain methods which would enable national authorities to be informed of investigations or prosecutions pending in respect of a particular individual. Questions 11-19 focus on the legal and political side effects which might arise in the case of the establishment of a central EU database on investigations and prosecutions.  

11.
In the question whether linking national databases or a central EU database would be a more efficient weapon against transnational crime, Ms Aristotelous, on behalf of the Police, answered that an EU Database would be preferable. The Cyprus Police believe that a central EU database would contribute to the effective  co-ordination of the competent authorities in the Member States since it would create ”common standards”. The establishment of a central database would allow national authorities to apply to the database supervisory authority for any information. At the same time, national authorities shall provide useful information. In a nutshell, a central database is the most effective tool for the achievement of the set objectives in the field of mutual recognition.

The connection to such a database will have to proceed with caution, having in mind the existing legal framework for the protection of human rights and data protection.  As mentioned above in Chapter B, the Constitution and the Processing of Personal Data (Protection of the Individual) Law protect these rights. The first reaction derived from the interviews with Cypriot authorities did not reveal any unsurpassed legal difficulties. However, the existing legal framework should be carefully taken into consideration.

12.
The establishment of a central EU database for investigations and prosecutions would be acceptable to the Cypriot legal order. Nevertheless, the representative of the Police expressed some reservations on the nature of the information, which will be registered to the database. Thus, according to Ms Aristotelous, only information of a transnational character should be registered to the database, meaning that this information must genuinely be to the interest of other Member States. Information of a local character should not be registered to the database.

13.
Until recently, the Evidence Law
 of Cyprus was very restrictive on issues of acceptance by the Courts of electronic data. Several sections of the Law were amended by Law 32(I)/2004, which introduced, inter alia, the concept of hearsay evidence in the Cypriot legal order. As a result of this, section 35 of the Evidence Law now accepts as admissible evidence any document contained in a public registry either in written or computerized form or otherwise. However, the Court still has wide discretionary powers; pursuant to section 36, the Court, bearing in mind all the facts of the case, may not accept as evidence any document or registry.

14.

The EU database should be limited to the crimes included in the Europol/Eurojust mandate. The Police representative repeated that only crimes of a transnational character should be included in the database. In addition to that, the representative of the Police stated that if a Cypriot has been convicted for murder this can not be registered.

15.
The Processing of Personal Data (Protection of the Individual) Law, as described in Chapter B, provides for all the necessary safeguards, which must be satisfied by any person processing sensitive data. Consequently, in case of processing of personal data, the person in charge must ensure that he abides by the requirements set by the above mentioned Law.

16.
The European Union and International Police Co operation Directorate of the Cyprus Police Force could undertake the task of transferring the relevant data to the EU database.

17.
It was suggested by the representative of the Police that only the police should have access to the EU database. If it will be considered necessary in the future, access may be granted to other law enforcement agencies.

18.
According to the representative of the Police, it would be preferable that Europol establishes the central database for investigations and prosecutions. The argument of the Police was that Europol is more qualified to host the database, since it is a police organization.

19.

It must be noted that the views of Ms Aristotelous as well as those of Mr. Papacostas converge, since they both strongly believe that the operation of a European Database would constitute an effective weapon against crime. In particular, Mr. Papacostas, as a former Deputy Chief of the Police, emphasized that in several cases the information transferred to the Police from other countries resulted to the detection of crimes.

20. 

The Cyprus Police do not expect strong reactions if the EU database on investigation and prosecution will be established by EU Member States in a European Level. 

The Law Commissioner and President of the National Institution for the Protection of Human Rights Ms Leda Koursoumpa argued that certain points must be clarified before the establishment of such a database. More specifically, she expressed her concern on the following issues:

· Clear and precise legal base,

· Who will be in charge at a national and European Level,

· The  kind of data to be included,

· Criteria for inclusion of data,

· Kind of offenders/offences to be included, 

· Length of time the data would be kept, 

· Criteria for removal from the system,

· Who will have access to it,

· Risks for unauthorized dissemination. 

Finally, despite the fact that Ms Koursoumpa recognizes the need for the establishment of such database, she stressed the need to safeguard that they will be no violations of human rights. 

Mr. Papacostas believes that the establishment of a database on investigations and prosecutions is necessary since its effectiveness can be taken for granted. However, he noted the sensitivity of his political party for human rights issues. He stressed that these rights should be safeguarded.   

C. Crime in Cyprus

21.
According to the Police, the crime rate compared to that of the EU is at a low level. However the media is particularly concerned with certain types of crime.

Mr. Papacostas expressed his concern about the increase of crime during the past ten years. In his speeches before the House of Representatives for the year 2004, he has noted that serious crime has increased significantly during the past ten years. Moreover, an unprecedented feeling of insecurity has developed among Cypriot people. He also stated that there is a change of scenery concerning serious crime in Cyprus; the existence of organized crime is evident from the increase in drug trafficking, armed robberies, burglaries and white-collar crime. In addition to these, transnational crime has invaded Cyprus, making the work of the Police even more difficult. Another type of crime, for which Mr. Papacostas expressed his concern to a recent meeting of the International Group of Experts of the Council of Europe, is the increase of juvenile delinquency. According to Mr. Papacostas “juvenile delinquency is considered one of the most serious issues that our society faces”.

Nevertheless, Mr. Papacostas stated that, concerning crime, Cyprus is in a much better position, in relation to other countries.

Recent articles published in the daily press reflect society’s concern on the situation. The Cypriot daily newspaper POLITIS published two articles on the 1st of June 2004 titled ”The crime basket contains everything” and “Spanish fraud”. In the former article it is reported that criminal activities (robberies, burglaries, prostitution and illegal migration) have increased since the beginning of the year. However, the article acknowledges the high rate of crime detection in Cyprus. The latter article describes a conspiracy to defraud unsuspected civilians through the Internet. According to the journalist, It is believed that this attempt has its roots in international organised crime circles.       

22.
As stated by the representative of the police, in exceptional cases, when other competent authorities or the public consider that the Police misused its powers granted by the law, there is a tendency to limit the powers of the Police. This is manifested through draft laws submitted to the House of Parliament. The position of the Police is that its powers should be increased not limited· that way, the Police will become more effective. In cases of misuse of power, only the offenders should be punished, not the Police in general. 

It is estimated that the Police Forces of other countries have wider powers than those of the Cyprus Police. 

On the other hand, Ms Leda Koursoumpa said that there is a concern about the use of police powers. The Standing Committees of the House of Representatives, the Ombudsman, the competent governmental departments, NGOs dealing with human rights issues and the media are often engaged in discussions and suggestions on the matter. 

Furthermore, she said that the promotion of rehabilitation of ex-offenders is an issue of concern. Rehabilitation schemes are applied by the prison authorities during the time the offenders are in prison. The issue is under her consideration with a view to make specific recommendations to the government.  

According to Mr. Papacostas, the misuse of police powers depends to a great extent on the policy of the Force’s leadership. He expressed his satisfaction for the way that Police is using its powers. However, he repeated the sensitivity of his party on human rights violations. 

In an article published in the Cypriot daily newspaper PHILELEFTHEROS on the 1st of June 2004, Mr. Doros Theodorou, the Minister of Justice and Public Order, stressed the need to change the penitentiary system. The Minister stated that one of the priorities of his Ministry is the amendment of the Penal Code. One of the aspects of this amendment will be the introduction in Cyprus of Community Service as a way of serving a prison sentence. Concerning the issue of juvenile delinquents, he suggested that the problem could be faced with an amendment of legislation. That way, the delinquents will not end up in prison but will be treated differently. The Minister added that the penitentiary system in Cyprus is not efficient, since the 30% of ex convicts eventually return to prison. Incentives should be granted by the State for the employment of ex convicts.       

D. Comments and thoughts of the experts 

23.
In summary, the view that prevails in Cyprus is that the creation and operation of an EU database on investigation and prosecution would constitute an effective weapon against crime detection and crime prevention.  This view was strongly expressed by the police and supported both by the Law Commissioner and the President of Crime Committee of the House of Representatives, even though the last two pointed to the need of safeguarding the human rights of data subjects. 

Another point of concern that was expressed by most interviewers was that only crimes of transnational character should be included in the EU database. An effort to establish an EU database on investigation and prosecution would not face any strong reactions in Cyprus. Any legislative measures taken on a European level would be more acceptable in Cyprus. 

The reply of the police representative in question 18 was that Europol would be a more efficient solution for the establishment of the central database for investigations and prosecutions. However, in our opinion, Eurojust would better undertake this task. This argument is supported by the following key factors( 

i) one of the main objectives  and reasons of establishing Eurojust is “to stimulate and improve the coordination, between the competent authorities of the Member States of investigations and prosecutions in the Member States” ;

ii) the structure of Eurojust, which is composed mostly of experienced judges and  prosecutors, would contribute significantly to the efficient  operation of a database on prosecutions and investigations. Unlike Europol, which is a law enforcement-police agency, Eurojust ’s mission and “judicial” composition may inspire more confidence to the public and national authorities concerning the respect of human rights and data protection rules; 

iii) Eurojust is very sensitive in issues of processing of personal data and data protection. The Council Decision setting up Eurojust provides for data protection measures. Moreover, comprehensive data protection rules are currently drafted under the guidance of the Data Protection Officer and the contribution of the Eurojust Joint Supervisory Body on data protection.

� See attached as Annex 1.


� See attached the Consolidated Greek text as Annex 2 and the English text of Law 138/2001 as Annex 3.


� See attached the Consolidated Greek text as Annex 4.


� See attached as Annex 5.


� See attached as Annex 6.


� See attached the Consolidated Greek text as Annex 7.
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