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1.  INTRODUCTION

The Umhlabuyalingana Municipality’s IT systems and networks provide core services and functionality that each business unit within the municipality is dependent upon.

In recognition of these dependencies, it is of utmost importance that Umhlabuyalingana Municipality be prepared to respond to a disaster in an orderly, timely and efficient manner.

This document describes the Recovery Plan which will be used in the event of a disaster that might affect the Umhlabuyalingana Municipality’s operation and services. It includes a summary of the current services, identifies the services critical to municipal operations and dictates how these services will be reconstituted following a disaster.

A current version of this plan, the plan’s appendices and any other referenced policies and procedures must be kept in a secure offsite location to ensure that the plan is available in the event of a disaster.

2. SCOPE OF THIS PLAN

This plan provides Umhlabuyalingana Municipality with the ability to address two areas:

2.1. It enables the service providers to restore Umhlabuyalingana Municipality’s core information systems in the event of a disaster.

2.2. It identifies areas of substantial risk and exposure to disaster and assist in reducing these risks.

3. DISASTER SCENARIOS

This plan focuses on recovering from a disaster at the Umhlabuyalingana Municipality, Main Road R22, KwaNgwanase, 3973. This building is deemed most critical. This is where core IT systems are housed. The Traffic Testing Station offices will be used as a Disaster Recovery site.
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4. CURRENT PRACTICES AND PROCEDURES

An understanding of fundamental municipal practices is the key to recovering the municipality’s operations, the key activities include:

4.1. DATA BACKUP AND RESTORATION

Backups are performed in accordance with the municipality’s Backup and Restore Policy and Procedures. These require that all business critical systems are adequately backed up and tested to ensure that key systems and information can be recovered.

4.2. APPLICATION RESTORATIONS

The different systems restoration procedures will define how each system/application will be restored. Where necessary, the expertise of the relevant service provider will be utilised.

4.3. CRITICAL SYSTEMS

The following systems are designated as critical systems and are critical to the continued running of the municipality:

LIST ALL CRITICAL SYSTEMS USED BY THE MUNICIPALITY

ADD ADDITIONAL DETAILS TO THE TABLE BELOW IF REQUIRED.

	System
	
	Operating System
	
	IP Address
	

	
	
	
	
	
	

	
	
	
	
	
	

	Abakus
	
	Sun Solaris
	10.251.195.5
	

	
	
	
	
	
	

	VIP Premier
	
	Windows 7
	
	N/A
	

	
	
	
	
	
	

	
	
	Windows 8
	
	
	

	
	
	
	
	
	

	MS Exchange
	
	MS Exchange 2010
	
	N/A
	

	
	
	
	
	

	BitDefender
	
	Windows Server 2008 R2
	10.251.195.2
	

	
	
	
	
	
	

	Microsoft Forefront Endpoint
	
	Windows 7
	
	N/A
	

	
	
	
	
	
	

	Protection 2010
	
	Windows 8
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4.4. DRP MANAGEMENT

4.4.1. The IT Officer is the primary person responsible for ensuring that the Disaster Recovery Plan (DRP) is regularly reviewed, tested and maintained.

4.4.2. The IT Officer is required to liaise with all DRP teams on a regular basis to ensure all changes within the municipality and their impact on Disaster Recovery have been considered.

4.4.3. The IT Officer is also responsible for ensuring that all staff members within the municipality are provided with the necessary awareness and training.

4.4.4. The IT Officer will be responsible for ensuring that the Disaster Recovery Plan is kept in a safe and secure place and he/she is in possession of the latest version of the plan.

4.4.5. The Disaster Recovery Plan will be kept off-site at the Traffic Testing Station Department. The contact person at the Traffic Testing Station Department is Mr S Twala, Manager: Fire and Disaster Department.

5. NOTIFICATION AND ACTIVATION

5.1. Upon discovery of a disaster, the Municipal Manager, Senior Manager: Corporate Services, Chief Financial Officer, IT Officer and all IT service providers must be notified immediately.

5.2. The person who has authority to declare a disaster is the Municipal Manager.

5.3. The IT Officer will then perform an assessment of the municipality’s ICT Systems, based upon which the Municipal Manager will determine whether it is appropriate for the Disaster Recovery Plan to activated and invoked.

5.4. Should the Municipal Manager not be available the responsibility will then reside with the CFO.

5.5. Once the plan has been formally invoked, the following procedures must be followed.
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6. RECOVERY PROCESS

The recovery process consists of two phases:

a. An initial phase where notifications are made, the staff assembled, information gathered and an action plan developed.

b. The recovery phase where resources are acquired, data recalled and services are restored as much as possible.

c. If there is a disaster of any kind, it must only take a maximum of ten days to recover and have all users online for critical systems.

6.1. PHASE 1 – ASSESSMENT AND PLANNING

6.1.1. NOTIFY AND ASSEMBLE THE RECOVERY STAFF

6.1.1.1. All recovery staff should be notified as soon as the decision to invoke the Disaster Recovery Plan has been made.

6.1.1.2. The municipality’s vendors and service providers should be notified and informed that the municipality has invoked its Disaster Recovery Plan and what assistance or equipment they should provide.

6.1.1.3. The recovery team, comprising of the key system users, IT Officer, Municipal Manager, application vendors/services providers and the CFO, should then assemble at the Disaster Recovery Site.

6.1.1.4. Refer to section 8.1 for names and contact details of the Recovery Team.

6.1.1.5. Once the recovery team has been assembled, they should go through the Disaster Recovery Plan to assign roles and responsibilities and ensure that everyone knows and understands their specific roles and tasks.
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6.1.2. PERFORM PRIMARY SITE PROCEDURES

6.1.2.1. It is the Recovery Team’s responsibility to conduct a site survey of affected area to assess the nature and extent of any damage.

6.1.2.2. The Recovery Team must take stock of any salvageable or usable equipment and note what equipment will need to be replaced.

6.1.2.3. The Recovery Team must also secure the primary site so as to ensure that there is no unauthorised access to what may remain of the municipality’s IT systems and to prevent any further damage.

6.1.3. ESTABLISH COMMUNICATION PLAN

6.1.3.1. A communication plan will need to be implemented. The communication plan will ensure that:

6.1.3.2. All municipal staff and contractors impacted by the Disaster are informed and instructed on what they should do, i.e. stay at home, report to DR site etc.;

6.1.3.3. EXCO is kept up-to-date on a regular basis with status updates and estimated timelines;

6.1.3.4. All relevant municipal Suppliers, Vendors, Service Providers or Customers should be informed and kept updated where appropriate;

6.1.3.5. Communication with the relevant authorities, Police, Fire Department etc.is given to a responsibility individual/s who can then relay any messages with the Disaster Recovery team.

6.1.3.6. Any and all communication with the Media, if required or requested, should be directed to a specific, authorised individual who can speak on the municipality’s behalf.

Authorised individual:

TO BE COMPLETED BY THE MUNICIPALITY.
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6.2. PHASE 2 - RECOVERY

6.2.1. SYSTEM RECOVERY PRIORITY LIST

6.2.1.1. The priority of the municipality’s systems and the order in which they should be recovered are:

VERIFY PRIORITY AND SYSTEMS

	Priority
	System

	1
	Abakus

	2
	VIP Premier

	3
	MS Exchange

	4
	BitDefender

	5
	Microsoft Forefront Endpoint Protection

	
	2010


6.2.1.2. Vendor and/or Service Provider expertise will be utilised during the recovery procedure to ensure that the systems are effectively restored in as short a time as possible. Application software, Operating System disks, drivers and other critical software must be maintained at the recovery site.

6.2.2. EQUIPMENT LIST

6.2.2.1. The following equipment is required to re-establish the priority service to a basic nominal level of service. It is not intended to duplicate the original performance, but rather to provide a minimally acceptable level. This equipment will be obtained from service providers and from the open market. This equipment will be set up at the Traffic Testing Station Department which will be used as a Disaster Recovery Centre as a precautionary measure in case of a disaster.

6.2.2.1.1. Desktop Computer;

6.2.2.1.2. Linux server;

6.2.2.1.3. Windows server;

6.2.2.1.4. Printers;

6.2.2.1.5. Backup media; and

6.2.2.1.6. Network Disaster Recovery Server.

6.2.2.1.7. Switches
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6.2.3. RE-ESTABLISHMENT OF NORMAL OPERATIONS

6.2.3.1. As part of the recovery process consideration must also be given to restoring the municipality’s systems to a normal state of operations. Whilst priority will be given to restoring the minimal operating requirements of the municipality, once this is achieved focus must shift to re-establishing the normal state of operations.

6.2.3.2. Steps required to be taken will depend on the nature and extent of the disaster but may, at a minimum, include the following:

6.2.3.2.1. Acquisition of equipment to permanently replace destroyed or damaged equipment. This equipment should be of a suitable specification to enable pre-disaster performance to be achieved;

6.2.3.2.2. Identification of a suitable computer room if the original one is no longer suitable;

6.2.3.2.3. Implementation of a cutover plan to transfer all data from backup media back onto Production systems.

6.2.4. PROCEDURE FOR THE RETRIEVAL OF BACKUP MEDIA

6.2.4.1. The type of backup media used for all IT systems is stipulated in the Backup and Restore Policy and Procedure.

6.2.4.2. If on-site backups are available, restore using the most recent backup.

6.2.4.3. If on-site backups are destroyed, retrieve the latest backup from the off-site location and restore.

6.2.5. POST RECOVERY REVIEW

6.2.5.1. Within a month of normal operations having been restored a post recovery review must be performed by the Recovery Team.

6.2.5.2. This review must identify and document any and all weaknesses or issues identified during the recovery process.
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6.2.5.3. The remediating actions taken must be documented and the Disaster Recovery Plan updated accordingly.

6.2.5.4. The review should also identify areas where efficiencies could be made and these should be included in the next test of the Disaster Recovery Plan.

7. PLAN MAINTENANCE AND TESTING

7.1. This Disaster recovery plan must be tested, at a minimum, on an annual basis.

7.2. The testing should simulate a Disaster and all necessary recovery steps must be performed as per the documented plan.

7.3. The testing must be documented and all documentation must be retained.

7.4. Any weaknesses or issues identified during testing should be remediated and the Disaster Recovery Plan updated accordingly.
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8. APPENDICES

8.1. RECOVERY STAFF DETAILS

Upon activation of the municipality’s Disaster Recovery Plan, the following individuals must be contacted to form part of the recovery team:

	
	Name
	
	
	Job Title
	
	Contact Details
	

	
	
	
	
	
	
	
	

	
	Teboho Mokoatle
	
	
	IT Officer
	
	035 5929 203
	

	
	
	
	
	
	
	0733773318
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	Sibusiso Bukhosini
	
	
	Municipal Manager
	
	084 602 8657
	

	
	
	
	
	
	
	035 5929 628
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	Nathi Myeni
	
	
	CFO
	
	083 530 7553
	

	
	
	
	
	
	
	035 5929 235
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	Mduduzi Mnguni
	
	
	Director of Community Services
	
	082 938 6829
	

	
	
	
	
	
	
	035 5929 229
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


8.2. VENDORS AND SERVICE PROVIDERS

The following are the municipality’s key Vendors and Service Providers:

	Service Provider
	Application / Service
	Contact Person
	Contact Number

	
	
	
	
	

	Fujitsu
	Abakus
	
	Willie Groenewald
	0828065104

	
	
	
	
	

	Softline VIP
	VIP Premier
	
	Mahindra
	0828217851

	
	
	
	
	

	Telkom
	MS Exchange
	
	Phumlani
	0813540922

	
	
	
	
	

	None
	BitDefender
	
	N/A
	N/A

	
	
	
	
	

	None
	Microsoft
	Forefront
	N/A
	N/A

	
	Endpoint
	Protection
	
	

	
	2010
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8.3. EMERGENCY SERVICES

The following are emergency services details:

	
	Emergency Services
	Contact Number

	
	
	

	
	Police
	035 5929 103

	
	
	

	
	Fire Department
	035 5929 206

	
	
	

	
	Ambulance
	035 5929 117

	
	
	

	
	Hospital
	035 5929 150

	
	
	

	8.4.UTILITIES SERVICES
	

	The following are Utilities services details:
	



	Utilities Services
	Contact Number

	
	

	Water
	035 5738 600

	
	

	Sanitation
	035 5929 114
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