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	Description
	Likelihood
	Detection,
	Immediate
	Later Action
	Effect on
	Mitigation and
	Prevention
	Responsible Party
	Contact

	
	and Impact
	how will we
	Action (within
	
	Users
	Contingency
	Strategy
	
	Information

	
	
	know it has
	24 hrs)
	
	
	(currently in
	
	
	

	
	
	happened
	
	
	
	place)
	
	
	

	
	
	
	
	
	
	
	
	
	

	Single Disk
	Medium
	Warning
	Order and
	Have existing
	No effect
	Self- monitoring of
	Timely replacement
	Network Mgr
	e-mail, cell phone

	Failure
	
	Signal
	replace failed
	disks destroyed.
	
	RAID volumes.
	of servers, Ensure
	
	

	
	
	
	disk in RAID
	
	
	
	appropriate room
	
	

	
	
	
	volume.
	
	
	
	temperature
	
	

	Multiple Disk
	Low
	Warning
	Order and
	Have existing
	Loss of data
	Self-monitoring of
	Timely replacement
	Network Mgr
	e-mail, cell phone

	Failure
	
	Signal/loss of
	replace failed
	disks destroyed.
	access
	RAID volumes.
	of servers, Ensure
	
	

	
	
	access,
	disks in RAID
	
	
	
	appropriate room
	
	

	
	
	PRTG
	volume. Restore
	
	
	
	temperature
	
	

	
	
	
	OS.  Restore
	
	
	
	
	
	

	
	
	
	data from
	
	
	
	
	
	

	
	
	
	backup.
	
	
	
	
	
	

	Unauthorized
	Low
	User
	Restore modified
	Repair security
	Low effect on
	Determine root
	Password-protect
	Designated tech
	e-mail, cell phone

	modification of
	
	notification
	content.
	breach.
	users.
	vulnerability.
	software, review of
	support person
	

	content
	
	
	
	Determine root
	
	Repair
	access levels
	
	

	
	
	
	
	vulnerability.
	
	vulnerability.
	
	
	

	Data loss
	Low
	User
	Restore data
	Determine cause
	Users will not
	Backups in place.
	Redundant backups,
	Designated tech
	e-mail, cell phone

	
	
	notification
	from backup.
	and mitigate
	have access
	Repair
	update hardware
	support person
	

	
	
	
	
	solution as
	to their data.
	vulnerability.
	
	
	

	
	
	
	
	needed.
	
	
	
	
	

	Software failure
	Medium
	User and
	Update/repair
	Update/repair
	Users will not
	Update software to
	Software approval
	Designated tech
	e-mail, cell phone

	for each key
	
	Server
	software.
	software.
	have access
	latest stable
	process, software
	support person
	

	piece of
	
	notification
	
	
	to software.
	version.
	updates, limit access
	
	

	software used
	
	
	
	
	
	
	
	
	

	Multiple
	Medium
	Warning
	Repair/ replace
	Determine cause
	Medium effect
	Continue Computer
	Hardware updates
	Designated tech
	e-mail, cell phone

	workstation
	
	Signal; User
	workstations
	and mitigate
	Performance
	Replacement Plan.
	
	support person
	

	failure
	
	notification
	
	solution as
	will be
	
	
	
	

	
	
	
	
	needed.
	compromised.
	
	
	
	

	Software failure
	Low – High
	User
	Update/repair
	Update/repair
	Low – high
	Update software to
	Software approval
	Designated tech
	e-mail, cell phone

	
	
	notification;
	software.
	software.
	effect or no
	latest stable
	process, software
	support person
	

	
	
	service
	
	
	access to
	version.
	updates, limit access
	
	

	
	
	notification
	
	
	software.
	
	
	
	

	
	
	and log
	
	
	
	
	
	
	

	Capacity
	Medium/High
	User
	Reset servers
	Determine cause
	Performance
	Update software to
	Monitor servers,
	Network Mgr
	e-mail, cell phone

	overload
	
	notification,
	
	and mitigate
	degradation.
	latest stable
	Continue to upgrade
	
	

	
	
	PRTG
	
	solution as
	
	version.
	hardware, Software
	
	

	
	
	(network
	
	needed.
	
	
	Approval Process
	
	

	
	
	traffic)
	
	
	
	
	
	
	

	Loss of building
	Low
	User and
	Move application
	Move back to
	No access to
	N/A
	Compliance with fire
	Network Mgr
	e-mail, cell phone

	through fire,
	
	server
	to wireless
	primary data
	software.
	
	codes
	
	

	flood etc.
	
	notification,
	system
	center (when
	
	
	
	
	

	
	
	PRTG
	
	available).
	
	
	
	
	

	Local network
	Low
	User and
	Repair network /
	Replace failed
	No access to
	Backup data center
	Monitor switches,
	Network Mgr
	e-mail, cell phone

	failure
	
	server
	replace switches
	hardware.
	software.
	in place as well as
	hardware upgrades,
	
	

	
	
	notification,
	or move to
	
	
	backup switches.
	End-Of-Life
	
	

	
	
	PRTG
	backup data
	
	
	
	replacements
	
	

	
	
	
	center.
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	Power failure at
	Low/High
	User
	Move application
	Move back to
	No access to
	Backup system in
	Temp comment:
	Network Mgr
	e-mail, cell phone

	data center
	
	notification;
	to wireless
	primary data
	software.
	place.  Maintain
	Contact
	
	

	
	
	Lack of
	system
	center (when
	
	wireless access
	Maintenance re:
	
	

	
	
	server
	
	available).
	
	points.
	connecting HS
	
	

	
	
	access,
	
	
	
	
	server room to
	
	

	
	
	PRTG
	
	
	
	
	emergency
	
	

	
	
	
	
	
	
	
	generator/ contact
	
	

	
	
	
	
	
	
	
	NPG re: how to
	
	

	
	
	
	
	
	
	
	connect star-
	
	

	
	
	
	
	
	
	
	configuration in this
	
	

	
	
	
	
	
	
	
	situation.
	
	

	Loss of Internet
	Low/High
	User and/or
	Prioritize need
	Switch back to
	No access to
	Backup DSL
	N/A
	ISP Provider
	

	Connection
	
	host provider
	and switch to
	primary
	essential
	connection in
	
	
	

	(ISP)
	
	notification,
	DSL connection
	connection once
	internet
	place.
	
	
	

	
	
	PRTG
	
	enabled.
	software.
	
	
	
	


Tech Dept Staff

	Name
	Job Assignment
	Phone Number
	E-Mail Address

	Katie Fitzgerald
	Director of Personnel and Technology
	928-505-6933
	kfitzgerald@havasu.k12.az.us

	Monica Marks
	Administrative Assistant/E-Rate and Telephone Systems
	928-505-6909
	mmmarks@havasu.k12.az.us

	Pete Medley
	Network Manager
	928-486-4877 (cell)
	pmedley@havasu.k12.az.us

	Sharon Eileen Petrungaro
	Computer Technician
	928-230-3595 (cell)
	epetrungaro@havasu.k12.az.us

	Richard Davis
	Computer Technician
	928-486-4662 (cell)
	rdavis@havasu.k12.az.us

	Susan Schendel
	Computer Technician
	928-208-7380 (cell)
	sschendel@havasu.k12.az.us

	Gina Flores
	Peripheral Technician
	928-208-5559
	gflores@havasu.k12.az.us

	Heidi Gray
	Information Management Specialist
	928-566-9993 (cell)
	hgray@havasu.k12.az.us

	Alexis Clark
	Software Support/Help Desk
	928-505-6914
	aclark@havasu.k12.az.us

	Michelle Burke
	Instructional Technologist
	928-505-6910
	mravnikar@havasu.k12.az.us

	Gary Pankow
	Web Pages (part-time employee)
	928-505-6944
	gpankow@havasu.k12.az.us
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Vendor Contacts

	Company
	Title
	Name
	Phone Number
	E-mail

	NETSIAN – PHONES &
	Senior Telephone
	Scott Wilson
	480-505-6820 Office
	scott.wilson@netsian.net

	INTERCOM
	Technician
	
	602-513-9085 Cell
	

	NETSIAN – PHONES &
	Senior Intercom
	Dan Tignor
	602-513-9190 Cell
	danboaz55@yahoo.com

	INTERCOM
	Technician
	
	
	

	SUDDENLINK –
	24 Hour Advanced
	Sam Smith
	903-266-4951
	Samuel.smith@suddenlink.com

	WAN & INTERNET
	Network Operation
	
	
	

	(Report service outages to
	Center -
	
	
	

	NOC
	NOC Director
	
	
	

	866-232-5455, Option 2
	
	
	
	

	
	
	
	
	

	903-939-9008, Option 2
	
	
	
	

	
	
	
	
	

	SUDDENLINK –
	Manager of Circuits
	Arthur Smith
	314-315-9667
	Arthur.smith@suddenilin.com

	
	
	
	
	

	WAN & INTERNET
	
	
	
	

	
	
	
	
	

	SUDDENLINK –
	Account Executive
	Roxanne Feeney
	928-219-5919 Office
	roxanne.feeney@suddenlink.com

	
	
	
	928-230-2315 Cell
	

	WAN & INTERNET
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	FRONTIER
	LHC City Operations
	Nello Ruscitti
	928-453-0522  Office
	Nello.ruscitti@frontiercorp.com

	COMMUNICATIONS -
	General Manager
	
	928-727-4858  Cell
	

	T1 and POTS lines
	
	
	
	

	
	
	
	
	

	FRONTIER
	Business Account
	Christine Kaleta-
	928-453-0567 Office
	christine.kaleta-young@ftr.com

	COMMUNICATIONS -
	Executive
	Young
	928-715-2926 Cell
	

	T1 and POTS lines
	
	
	
	

	
	
	
	
	

	ALPINE COMMUNICATIONS
	Owner/Technician
	Doug Browning
	928-453-1714  Office
	doug@alpinecommunications.net

	- Emergency fiber restoration,
	
	
	928-486-1283  Cell
	

	phone and intercom
	
	
	
	

	
	
	
	
	


